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T LEVEL IN DIGITAL SUPPORT SERVICES (Part 3)


The following materials relate to lesson 9: Name resolution and addressing
Activity: Review IPv4 addressing
Activity: Install and configure Dynamic Host Configuration Protocol (DHCP) role on Server VM from lesson 7
Activity: Install the domain name systems (DNS) role on Server VM from lesson 7
Check the Server VM has a static IP address



Activity: Review IPv4 addressing
Scenario
The network for a branch office is 192.168.1.0/24. This network needs to be subdivided into three subnets that meet the following requirements:
· one subnet with at least 100 IP addresses for clients
· one subnet with at least 10 IP addresses for servers
· one subnet with at least 40 IP addresses for future expansion.

Task 1: Calculate the bits required to support the hosts on each subnet.
Complete the table.
	Hosts
	Hostsbits required to support client subnets
	Subnet mask bits

	100
	7 bits are required (27 – 2 = 126, 26 – 2 = 62)
	32 – 7 = 25

	10
	4 bits are required (24 – 2 = 14, 23 – 2 = 6)
	32 – 4 = 28 

	40
	6 bits are required (26 – 2 = 62, 25 – 2 = 30)
	32 – 6 = 26

	25
	5 bits are required (25 – 2 = 30, 24 – 2 = 14)
	32 – 5 = 27



Which feature allows a single network to be divided into subnets of varying sizes?
Variable length subnet masking!
Task 2: Calculate the subnet mask in binary and decimal.
	Subnet mask bits
	Binary
	Decimal

	27
	11111111 11111111 11111111 11100000
	255.255.255.224

	28
	11111111 11111111 11111111 11110000
	255.255.255.240

	26
	11111111 11111111 11111111 11000000
	255.255.255.192

	25
	11111111 11111111 11111111 10000000
	255.255.255.128





For the client subnet, define the network ID, first available host, last available host and broadcast address. Assume that the client subnet is the first subnet allocated from the available address pool. Calculate the decimal and binary version of each address.
The bits in bold are part of the network ID.
	Description
	Decimal
	Binary

	Network ID
	192.168.1.0
	11000000.10101000.00000001.00000000

	First host
	192.168.1.1
	11000000.10101000.00000001.00000001

	Last host
	192.168.1.126
	11000000.10101000.00000001.01111110

	Broadcast
	192.168.1.127
	11000000.10101000.00000001.01111111



For the server subnet, define the network ID, first available host, last available host and broadcast address. Assume that the server subnet is the second subnet allocated from the available address pool. Calculate the decimal and binary versions of each address.
The bits in bold are part of the network ID.
	Description
	Decimal
	Binary

	Network ID
	192.168.1.128
	11000000.10101000.00000001.10000000

	First host
	192.168.1.129
	11000000.10101000.00000001.10000001

	Last host
	192.168.1.190
	11000000.10101000.00000001.10111110

	Broadcast
	192.168.1.191
	11000000.10101000.00000001.10111111



For the future allocation subnet, define the network ID, first available host, last available host and broadcast address. Assume that the future allocation subnet is the third subnet allocated from the available address pool. Calculate the decimal and binary versions of each address.
The bits in bold are part of the network ID.
	Description
	Decimal
	Binary

	Network ID
	192.168.1.192
	11000000.10101000.00000001.11000000

	First host
	192.168.1.193
	11000000.10101000.00000001.11000001

	Last host
	192.168.1.254
	11000000.10101000.00000001.11111110

	Broadcast
	192.168.1.255
	11000000.10101000.00000001.11111111



Activity: Install and configure Dynamic Host Configuration Protocol (DHCP) role on Server VM from lesson 7
Scenario
Install and configure a DHCP server that will provide IP addresses and configuration to the client computers at the branch office. Servers are configured with static IP addresses and usually do not use DHCP for obtaining IP addresses.

Tasks:
1. Install the DHCP server role
2. Configure the DHCP scope and options
3. Configure the client VM to use DHCP and then test the configuration

Task 1: Install the DHCP server role
Open Hyper-V Manager, Start TrServer01.
Open Server Manager and then install the DHCP Server role.

[image: Windows Server Manager window open to the "Local Server" section. The properties pane shows server name "TsServer01", part of the "WORKGROUP", running Microsoft Windows Server 2019 Standard Evaluation on a virtual machine. Key settings such as firewall, remote management, and Remote Desktop are enabled. The Ethernet connection uses IP 192.168.1.1 with IPv6 enabled. The Events pane shows multiple errors related to Microsoft-Windows-Time-Service. The "Manage" menu is open with options like "Add Roles and Features" highlighted. The system clock shows the date as 15/05/2025.]
In the Add Roles and Features Wizard, accept all defaults.
[image: Windows Server "Add Roles and Features Wizard" open to the "Before You Begin" screen. The wizard provides guidance for installing roles or features on the destination server "TsServer01". A checklist reminds the user to ensure the administrator account has a strong password, network settings are configured, and updates are installed. The "Next" button is enabled, and a checkbox allows the user to skip this page by default. The left pane shows wizard steps including Installation Type, Server Selection, and Server Roles.]
[image: "Add Roles and Features Wizard" in Windows Server open to the "Select installation type" step. The selected option is "Role-based or feature-based installation", used for configuring a single server by adding roles, services, and features. The alternative option, "Remote Desktop Services installation", is not selected. The destination server is listed as "TsServer01". Navigation buttons "Previous", "Next", "Install", and "Cancel" appear at the bottom.]
[image: Windows Server "Add Roles and Features Wizard" open to the "Select server roles" step. The list of roles includes options such as Active Directory Domain Services, DHCP Server, DNS Server, Hyper-V, and Web Server (IIS). "DHCP Server" is highlighted but not selected. A description panel on the right explains the selected role. The destination server is "TsServer01". Navigation buttons "Previous", "Next", "Install", and "Cancel" are visible at the bottom.]
[image: Windows Server "Add Roles and Features Wizard" open to the "Select server roles" step. The "DHCP Server" role is selected, indicated by a checked box. Other roles such as Active Directory Domain Services, DNS Server, and Hyper-V are listed but not selected. A description on the right explains the function of a DHCP Server. The destination server is "TsServer01". Navigation buttons "Previous", "Next", "Install", and "Cancel" are visible at the bottom.]
[image: Windows Server "Add Roles and Features Wizard" open to the "Confirm installation selections" step. The screen lists selected roles and features including "DHCP Server" and associated tools like "Remote Server Administration Tools" and "DHCP Server Tools". A checkbox to "Restart the destination server automatically if required" is visible but not selected. The destination server is "TsServer01". Buttons for "Previous", "Install", and "Cancel" appear at the bottom.]
[image: Windows Server "Add Roles and Features Wizard" open to the "Installation progress" step. The progress bar shows that the installation has started on "TsServer01" for selected features: DHCP Server, Remote Server Administration Tools, Role Administration Tools, and DHCP Server Tools. Navigation options "Previous", "Next", and "Cancel" are disabled, while "Close" is active. The left pane highlights "Results", and a note at the bottom states the wizard can be closed without interrupting the installation]
[image: Windows Server "Add Roles and Features Wizard" on the "Installation progress" screen. The progress bar is nearly full, with a message stating "Configuration required. Installation succeeded on TsServer01." Listed components include DHCP Server with options to launch the post-install wizard and complete configuration, along with Remote Server Administration Tools and DHCP Server Tools. The "Close" button is active while other navigation buttons are greyed out. The left pane highlights the "Results" step.]
[image: Windows Server Manager window displaying the "Local Server" section for server "TsServer01". The properties pane shows the server is part of the "WORKGROUP", running Windows Server 2019 Standard Evaluation with Remote Management and Remote Desktop enabled. The Ethernet interface is configured with IPv6. Below, the Events pane lists multiple time service errors from Microsoft-Windows-Time-Service. The left-hand menu includes navigation to Dashboard, All Servers, DHCP, and File and Storage Services. Hyper-V Virtual Machine Connection toolbar is visible at the top.]
[image: Windows Server Manager window displaying the "Local Server" section for "TsServer01". A notification panel is open at the top, showing a post-deployment configuration warning stating "Configuration required for DHCP Server at TRSERVER01" with a link to "Complete DHCP configuration". A blue information icon confirms that "Installation succeeded on TsServer01". The Events pane continues to display multiple Microsoft-Windows-Time-Service errors. The DHCP role is listed in the left navigation panel, and the Hyper-V Virtual Machine Connection toolbar is visible above.]
[image: Close-up view of the Windows Server Manager notification panel. A warning icon indicates "Configuration required for DHCP Server at TRSERVER01" with a link to "Complete DHCP configuration". Below, an information icon shows a progress bar with the message "Configuration required. Installation succeeded on TrServer01" and a link to "Add Roles and Features". The panel also includes a "Task Details" link.]


Task 2: Configure the DHCP scope and options

[image: Notification panel from Windows Server Manager showing a post-deployment configuration warning for the DHCP Server on TRSERVER01. A link is provided to "Complete DHCP configuration". Below, a progress bar indicates that "Installation succeeded on TrServer01" with a prompt to add additional roles and features. A "Task Details" link is also visible.]
In Server Manager, open the DHCP console.
[image: DHCP Post-Install Configuration Wizard window open to the "Description" step. The instructions state that the setup will complete DHCP Server configuration by creating two security groups: "DHCP Administrators" and "DHCP Users". Navigation buttons "Previous" and "Next" are greyed out, while "Commit" and "Cancel" are active at the bottom right.]

[image: DHCP Post-Install Configuration Wizard window open to the "Summary" step. A message indicates the security groups were successfully created, with the line: "Creating security groups — Done". A follow-up instruction advises to restart the DHCP server service on the target computer for the changes to take effect. The "Close" button is active, while other navigation buttons are greyed out.]
[image: Windows Server Manager notification panel showing two progress messages. The first indicates "Feature installation" succeeded on TrServer01 with a link to "Add Roles and Features". The second shows "Post-deployment Configuration" is complete for the DHCP Server at TRSERVER01. Both entries display progress bars and an option to view task details.]
[image: Windows Server Manager open to the "Local Server" section for "TsServer01". The "Tools" menu is expanded, showing a list of administrative tools including "DHCP", which is highlighted. The properties pane displays server details such as workgroup membership, network settings, and Windows Server 2019 version. The Events pane lists Microsoft-Windows-Time-Service errors. Navigation options include Dashboard, All Servers, and DHCP in the left-hand menu. The virtual machine status bar shows the system date as 15/05/2025.]

In DHCP, in the navigation pane, browse to IPv4, right-click IPv4 and then click New Scope.

[image: DHCP Management Console showing the server "trserver01" with IPv4 and IPv6 listed under it. A right-click context menu is open with DHCP options including "New Scope", "Configure Failover", "Replicate Failover Scopes", "Define User Classes", and "Set Predefined Options". The right-hand Actions pane is visible with "More Actions" collapsed. The interface is set within a typical Windows Server management window.]

Create a new scope with the following properties:
· Name: Branch Office
· IP Address Range: 192.168.1.10-192.168.1.120
· Length: 25
· Subnet mask: 255.255.255.128
· Exclusions: 192.168.1.100-192.168.1.120
· Configure options for router: 192.168.1.126
· For all other settings, use default values.
[image: "New Scope Wizard" welcome screen in the DHCP Management Console. The message explains the wizard helps set up a scope for distributing IP addresses on a network. The window displays a large blue graphic on the left and offers navigation buttons: "Back" (greyed out), "Next", and "Cancel".]

[image: "New Scope Wizard" window showing the "Scope Name" step. The user has entered "Branch Office" into the Name field. The Description field is empty. Navigation buttons at the bottom include "Back", "Next" (highlighted), and "Cancel". A small folder icon is displayed in the top right corner.]
[image: "New Scope Wizard" window displaying the "IP Address Range" step. The configuration settings for the DHCP server show a start IP address of 192.168.1.10 and an end IP address of 192.168.1.120. The subnet configuration for DHCP clients includes a prefix length of 25 and a subnet mask of 255.255.255.128. Navigation buttons include "Back", "Next" (highlighted), and "Cancel". A folder icon appears in the top right.]

[image: "New Scope Wizard" window showing the "Configure DHCP Options" step. The screen asks whether to configure DHCP options such as router IPs, DNS servers, and WINS settings. The selected option is "Yes, I want to configure these options now". The user can choose between this or "No, I will configure these options later". Navigation buttons "Back", "Next" (highlighted), and "Cancel" appear at the bottom. A folder icon is shown in the top right.]
[image: "New Scope Wizard" window showing the "Router (Default Gateway)" configuration step. The screen allows users to enter and add IP addresses to be used as default gateways. One IP address, 192.168.1.126, is already listed. Buttons for Add, Remove, Up, and Down are shown, but only Remove is active. Navigation buttons "Back", "Next", and "Cancel" appear at the bottom. A blue folder icon is visible in the top right.]

Activate the scope.
[image: "New Scope Wizard" window displaying the "Activate Scope" step. The user is asked whether they want to activate the scope now. The option "Yes, I want to activate this scope now" is selected. The alternative option, "No, I will activate this scope later", is not selected. Navigation buttons "Back", "Next", and "Cancel" appear at the bottom. A blue folder icon is shown in the top right.]
[image: DHCP Management Console displaying an active scope named "Scope [192.168.1.0] Branch Office" under server "trserver01" in the IPv4 section. The scope includes folders for Address Pool, Address Leases, Reservations, Scope Options, Policies, and Filters. The status pane in the centre confirms the scope is “Active”. The left navigation also shows an IPv6 section, and the right-hand Actions pane lists "More Actions".]



Task 3: Configure the Client VM to use DHCP, and then test the configuration
Start the Client VM.
Reconfigure the Ethernet connection using the following information:
· Configure – Internet Protocol Version 4 (TCP/IPv4)
· Obtain an IP address automatically
· Obtain DNS server address automatically

[image: Windows Network Connections window showing a single network adapter named "Ethernet" under "Network 2". The adapter is identified as a "Microsoft Hyper-V Network Adapter". The file path at the top reads "Network and Internet > Network Connections".]
[image: Windows Network Connections window with the "Ethernet Properties" dialogue open for the Microsoft Hyper-V Network Adapter. The properties list shows various enabled items including Internet Protocol Version 4 (TCP/IPv4), Internet Protocol Version 6 (TCP/IPv6), Client for Microsoft Networks, and several protocol drivers. The "Configure" button is visible, along with "OK" and "Cancel" buttons at the bottom. The background shows the selected "Ethernet" network adapter.]
[image: Internet Protocol Version 4 (TCP/IPv4) Properties window open to the General tab. The options "Obtain an IP address automatically" and "Obtain DNS server address automatically" are both selected. Manual entry fields for IP address, subnet mask, default gateway, and DNS servers are visible but greyed out. Buttons for "Advanced", "OK", and "Cancel" appear at the bottom.]
Open the Command Prompt window and then initiate the DHCP process using the ipconfig /renew command.
To test the configuration, verify that Client VM has received an IP address from the DHCP scope by typing ipconfig /all in the Command Prompt window.
[image: Windows Command Prompt displaying the output of ipconfig /all. The host name is "TrPC01" with DHCP enabled on a Microsoft Hyper-V Network Adapter. The assigned IPv4 address is 192.168.1.10 with a subnet mask of 255.255.255.128 and default gateway 192.168.1.126. The DHCP server and DNS servers are listed as 192.168.1.1. Additional details include physical address, lease obtained and expiry times, and NetBIOS status. The command prompt is running under the User1 profile.]

This command returns information such as IP address, subnet mask and DHCP Enabled status, which should be Yes.


[image: Windows Command Prompt with the output of ipconfig /all showing full IP configuration for the host "TrPC01". The highlighted section displays network details for the Microsoft Hyper-V Network Adapter, including IPv4 address 192.168.1.10 (Preferred), subnet mask 255.255.255.128, default gateway 192.168.1.126, and DNS server 192.168.1.1. DHCP is enabled with lease times and physical address shown. The Command Prompt is open under the User1 account, with the bottom Windows taskbar visible.]

[image: Windows Command Prompt displaying results of ipconfig and a successful ping test. The Ethernet adapter is assigned IP address 192.168.1.10 with a subnet mask of 255.255.255.128 and default gateway 192.168.1.126. The ping command to 192.168.1.1 returns four successful replies with 0% packet loss and 0 ms round-trip time. The session is under user "User1", with the Hyper-V virtual machine interface visible behind.]


Activity: Install the domain name systems (DNS) role on Server VM from lesson 7
DNS server role can install alone or install as part of the configuration tasks during AD DS install. Check the Server VM has a static IP address (Why?). A warning comes up, though installation continues. Clients could lose connection to the server if the IP address changes.
Scenario
As part of configuring the infrastructure for a new branch office, you are required to configure a DNS server that provides name resolution for the branch office.
Tasks:
1 Install DNS
2 Configure DNS
3 Create host records in DNS


Check the Server VM has a static IP address
Instructions
· Log into the Server VM.
· Start the Server VM used in previous lessons.
· Log in using your administrator credentials.
· Open the Network Settings.
· Click the Start menu.
· Type Control Panel and open it.
· Select Network and Sharing Center.
· Click Change adapter settings on the left-hand menu.
· Open Adapter Properties.
· Right-click the active Ethernet adapter (or similar) and choose Properties.
· In the list, click Internet Protocol Version 4 (TCP/IPv4) and then click Properties.
· Check IP Settings.
· Look at the current configuration:
· If Obtain an IP address automatically is selected, the server is using dynamic (DHCP) addressing.
· If Use the following IP address is selected, the server is using a static IP address.
· Switch to Static (if needed).
· If it is currently automatic, change it to:
· IP address: 192.168.1.1 (or another value if provided by your teacher)
· Subnet mask: 255.255.255.128
· Default gateway: 192.168.1.126
· Preferred DNS server: 192.168.1.1 (or another if specified).
· Click OK to save and close all open windows.
· Test the Connection.
· Open Command Prompt (type cmd in the Start menu).
· Type: ipconfig and press Enter.
· Check that the IP address listed matches what you entered.
· Optionally, type ping 192.168.1.1 to test the connection to your default gateway.
[image: Administrator Command Prompt showing the results of ipconfig and a ping test. The Ethernet adapter has IP address 192.168.1.1, subnet mask 255.255.255.128, and default gateway 192.168.1.126. The ping command to 192.168.1.1 returns four successful replies with 0% packet loss and round-trip times under 1 ms. The command line is run under the "Administrator" account.]

Checklist:
· Server VM started and logged in.
· IP settings viewed and confirmed as static.
· IP address manually set if needed.
· Settings tested using ipconfig and ping.

Task:
Install DNS.

[image: Windows Server Manager open to the "Local Server" tab for server "TrServer01". The right-hand "Manage" menu is expanded, showing options including "Add Roles and Features" and "Server Manager Properties". The centre pane displays server properties such as network configuration, firewall status, and Windows Defender settings. Below that, the Events section lists multiple Windows Time-Service logs with warnings and errors. The Ethernet adapter is connected with IPv4 enabled.]
[image: "Add Roles and Features Wizard" window showing the "Select installation type" step. The option "Role-based or feature-based installation" is selected, allowing configuration of a single server. The alternative option, "Remote Desktop Services installation", is not selected. The server name in the top-right corner is "TrServer01". Navigation buttons "Previous", "Next", "Install", and "Cancel" appear at the bottom.]
[image: "Add Roles and Features Wizard" window displaying the "Select server roles" step. The server is named "TrServer01". The list of available roles includes options such as Active Directory, DHCP Server, and DNS Server. "DHCP Server" is already installed, and "DNS Server" is selected. The description panel on the right explains that DNS Server provides name resolution for TCP/IP networks. The "Next" button is enabled at the bottom.]
[image: "Add Roles and Features Wizard" interface showing the "Select server roles" step for destination server "TrServer01". The roles list includes multiple Active Directory services, DHCP Server (installed), and DNS Server, which is ticked. The description on the right provides an explanation of the DNS Server role. Navigation buttons include "Previous", "Next", "Install" (disabled), and "Cancel".]
[image: "Add Roles and Features Wizard" screen titled "DNS Server" for destination server "TrServer01". The description explains DNS services, including integration with DHCP and Active Directory Domain Services. A "Things to note" section highlights the automatic replication of DNS data with Active Directory and the requirement of DNS for domain controllers. Navigation buttons include "Previous", "Next", "Install" (disabled), and "Cancel".]
[image: "Add Roles and Features Wizard" screen titled "Confirm installation selections" for the destination server "TrServer01". It lists the roles to be installed: DNS Server and Remote Server Administration Tools, including Role Administration Tools and DNS Server Tools. A checkbox option is available to restart the server automatically if required. Navigation buttons include "Previous", "Next" (disabled), "Install" (enabled), and "Cancel".]
[image: "Add Roles and Features Wizard" screen displaying "Installation progress" for the DNS Server role on the destination server "TrServer01". The progress bar shows partial completion under the heading "Feature installation". Listed components being installed include DNS Server, Remote Server Administration Tools, Role Administration Tools, and DNS Server Tools. Buttons at the bottom include "Previous" (disabled), "Next" (disabled), "Close" (enabled), and "Cancel" (enabled).]

[image: "Add Roles and Features Wizard" window showing successful completion of the DNS Server role installation on server "TrServer01". The progress bar is fully filled under "Feature installation" with the message "Installation succeeded on TrServer01". Listed components include DNS Server, Remote Server Administration Tools, Role Administration Tools, and DNS Server Tools. The "Close" button is highlighted at the bottom of the wizard.]
2 Configure Domain System
From Server Manager, click Tools and then click DNS.

[image: Server Manager window open on the "Local Server" section for "TrServer01". The Tools menu is expanded from the top-right, displaying a list of administrative tools including "DNS", which is highlighted. The left-hand pane includes navigation options such as Dashboard, All Servers, DHCP, and DNS. The EVENTS section displays several warnings and errors from Microsoft-Windows-Time-Service. Instruction at the bottom reads: "Click the arrow next to your server’s name to expand your options".]
Click the arrow next to your server’s name to expand your options.
[image: DNS Manager window showing the DNS server “TRSERVER01” listed in the left pane and also displayed in the right pane under the “Name” column. No zones or records are expanded or visible yet. The menu bar includes standard options such as File, Action, View, and Help.]
[image: DNS Manager interface showing the expanded view of the DNS server “TRSERVER01”. The left pane displays five collapsible sections: Forward Lookup Zones, Reverse Lookup Zones, Trust Points, Conditional Forwarders, and an active root structure. The right pane mirrors the folder names, including Root Hints and Forwarders, indicating DNS configuration options.]

Right-click Forward Lookup Zones, and select New Zone.
[image: DNS Manager window displaying a right-click context menu on "Forward Lookup Zones" under server "TRSERVER01". The highlighted option is "New Zone...", with other options listed as "View", "Refresh", and "Help". The right pane shows guidance text for adding a new zone, explaining that DNS allows domains to be split into zones.]
[image: The New Zone Wizard window with the title "Welcome to the New Zone Wizard". The wizard explains it will help create a new zone on the DNS server, translating DNS names to related data such as IP addresses. The "Next" button is highlighted, and the "Back" and "Cancel" buttons are visible but inactive. A server icon appears on the left.]
In the Welcome to the New Zone Wizard, click Next.
[image: DNS Manager window showing the New Zone Wizard on the Zone Type screen. Three zone type options are listed: Primary zone (selected), Secondary zone, and Stub zone. Each option includes a brief description. The "Store the zone in Active Directory" checkbox is greyed out. Navigation buttons "Back", "Next" (highlighted), and "Cancel" appear at the bottom. A small server icon is displayed on the top right.]
On the Zone Type screen, leave Primary Zone selected and click Next.
[image: DNS Manager's New Zone Wizard displaying the "Zone Name" screen. A text field labelled "Zone name" is filled with the entry "Trip20.local". The screen explains that the zone name defines the DNS namespace managed by the server. Navigation buttons "Back", "Next" (highlighted), and "Cancel" are visible at the bottom. A server icon is shown in the top right corner.]
On the Zone Name screen, enter the zone name.


[image: DNS Manager's New Zone Wizard displaying the "Zone File" screen. The option "Create a new file with this file name" is selected, and the file name entered is "Trip20.local.dns". An alternative option, "Use this existing file", is unselected with an empty input field. Navigation buttons "Back", "Next" (highlighted), and "Cancel" are visible at the bottom. A server icon is shown in the top right corner.]

On the Zone File screen, leave the selection on Create a new file with this file name, and click Next.

[image: DNS Manager's New Zone Wizard on the "Dynamic Update" screen. Three options are displayed for handling DNS dynamic updates:

"Allow only secure dynamic updates" (greyed out),

"Allow both nonsecure and secure dynamic updates" (includes a warning icon), and

"Do not allow dynamic updates" (selected).
The interface advises that dynamic updates enable DNS clients to register resource records automatically. Navigation buttons "Back", "Next" (highlighted), and "Cancel" are at the bottom, with a server icon in the top right.]
[image: DNS Manager's New Zone Wizard showing the final screen titled "Completing the New Zone Wizard". The summary confirms successful creation of the zone with the following settings: Name – Trip20.local, Type – Standard Primary, Lookup type – Forward, File name – Trip20.local.dns. A note advises adding records to the zone manually or ensuring they are updated dynamically. Below the message are navigation buttons: "Back", "Finish" (highlighted), and "Cancel". A silver server icon is visible on the left.]
Click Finish.
Right-click Reverse Lookup Zones and select New Zone.

[image: DNS Manager’s New Zone Wizard displaying the “Welcome to the New Zone Wizard” screen. The text explains that the wizard helps users create a new DNS zone to map domain names to IP addresses or network services. A server icon appears on the left. Below the instructions, three buttons are visible: "Back" (greyed out), "Next" (highlighted), and "Cancel".]

[image: DNS Manager’s New Zone Wizard showing the “Reverse Lookup Zone Name” screen. The description explains that a reverse lookup zone converts IP addresses into DNS names. Two radio options are available: “IPv4 Reverse Lookup Zone” (selected) and “IPv6 Reverse Lookup Zone”. Buttons at the bottom include “Back”, “Next” (highlighted), and “Cancel”. A server icon is displayed in the top-right.]

[image: New Zone Wizard in DNS Manager displaying the “Reverse Lookup Zone Name” screen. The “Network ID” option is selected, and the input fields show “192.168.1”. Instructions explain how the network ID defines the reverse lookup zone. The alternative option “Reverse lookup zone name” is greyed out. Navigation buttons include “Back”, “Next” (highlighted), and “Cancel”. A server icon appears at the top right.]

[image: New Zone Wizard window showing the "Zone File" step. The option "Create a new file with this file name" is selected, with the filename field populated as "1.168.192.in-addr.arpa.dns". Below, the alternative option "Use this existing file" is unselected and greyed out. Instruction text explains where to place an existing file. Navigation buttons “Back”, “Next” (highlighted), and “Cancel” are at the bottom. A server icon is displayed in the top right corner.]

[image: New Zone Wizard window displaying the "Dynamic Update" configuration screen. Three radio button options are shown: "Allow only secure dynamic updates" (greyed out), "Allow both nonsecure and secure dynamic updates" (with a warning icon), and "Do not allow dynamic updates" (selected). Text below each option explains its implications for DNS record updates. The "Next" button is highlighted, and "Back" and "Cancel" buttons are also available at the bottom. A server icon is visible in the top right corner.]

[image: New Zone Wizard window showing the final step titled "Completing the New Zone Wizard." A summary box lists the zone details: Name as "1.168.192.in-addr.arpa", Type as "Standard Primary", Lookup type as "Reverse", and File name as "1.168.192.in-addr.arpa.dns". Instructions below advise the user to add records or enable dynamic updates. Buttons for "Back", "Finish" (highlighted), and "Cancel" appear at the bottom. A server icon is shown on the left.]

[image: DNS Manager window showing the successful creation of a reverse lookup zone. The left panel highlights "Reverse Lookup Zones" under the DNS server "TRSERVER01". The right panel lists one zone: "1.168.192.in-addr.arpa", with type "Standard Primary" and status "Running".]


The following materials relate to lesson 10: Domain controller
Activity: Perform domain configuration prerequisites
Activity: Configure server as a domain controller
Activity: Join the domain
Activity: Installation peer review checklist



Activity: Perform domain configuration prerequisites
Link to lesson 9 – please complete activities in lesson before you start lesson 10.
Perform the following tests:

	Test
	Devices
	Expected outcome
	Actual outcome

	IPCONFIG
	Server1 VM
	
	

	IPCONFIG
	Server2 VM
	
	

	IPCONFIG
	Desktop VM
	
	

	Ping from Server1 VM
	Server2 VM
	
	

	Ping from Server1 VM
	Desktop VM
	
	

	NSLOOKUP
	Server2 VM
	
	

	NSLOOKUP
	Desktop VM
	
	




Activity: Configure server as a domain controller
Install Active Directory Domain Services
1. From the Server Manager Local Server window
2. Click Manage and then select Add Roles and Features

[image: Screenshot of the Server Manager window in Windows Server 2019, showing the 'Local Server' section selected. A dropdown menu under the 'Manage' tab is open, listing options including 'Add Roles and Features', 'Remove Roles and Features', and 'Add Servers'. The window displays system properties and error events from the server named 'TServer01'.]

[image: Screenshot of the "Add Roles and Features Wizard" in Windows Server 2019, showing the "Before You Begin" step. The left-hand navigation highlights the first step in the setup process. Instructions include ensuring the administrator password is set, network settings are configured, and security updates are installed. Buttons for "Previous", "Next", "Install", and "Cancel" appear at the bottom of the window.]Click Next.

[image: A screenshot of the "Add Roles and Features Wizard" in Windows Server Manager. The wizard is on the "Installation Type" step. Two radio button options are presented: "Role-based or feature-based installation" (which is selected) and "Remote Desktop Services installation." The "Next" button at the bottom of the wizard is highlighted. The Server Manager window is visible in the background, displaying system information and an "EVENTS" log.]Click Next.
[image: Screenshot of the "Add Roles and Features Wizard" in Windows Server 2019, displaying the "Select destination server" step. The "Select a server from the server pool" option is chosen, and the available server "TServer01" with IP address 172.16.0.1 is listed. The server runs Microsoft Windows Server 2019 Standard Evaluation. Navigation buttons for "Previous", "Next", "Install", and "Cancel" are visible at the bottom.]Click Next.

[image: Screenshot of the "Add Roles and Features Wizard" in Windows Server 2019, showing the "Select server roles" step. The checkbox for "Active Directory Domain Services" is highlighted. A description on the right explains that AD DS stores information about network objects and allows users and administrators to access network resources using a single logon. Navigation buttons appear at the bottom.]Select Active Directory Domain Services.



[image: A screenshot of the "Add Roles and Features Wizard" in Windows Server Manager. The wizard is on the "Server Selection" step. A smaller "Add Roles and Features Wizard" dialog box is overlaid, titled "Add features that are required for Active Directory Domain Services?". This dialog lists several features that will be installed, including "Group Policy Management Tools," "Remote Server Administration Tools," "Role Administration Tools" (with "Active Directory module for Windows PowerShell" and "AD DS Tools" nested under it, which further includes "Active Directory Administrative Center" and "AD DS Snap-ins and Command-Line Tools"), and "AD DS and AD LDS Tools." A checkbox for "Include management tools (if applicable)" is checked. The dialog box has "Add Features" and "Cancel" buttons, with "Add Features" highlighted. The Server Manager window is visible in the background.]Click Add Features.

[image: A screenshot of the "Add Roles and Features Wizard" in Windows Server Manager. The wizard is currently on the "AD DS" (Active Directory Domain Services) step. The main content area describes Active Directory Domain Services and notes that it stores information about users, computers, and other devices. It also states that AD DS helps administrators secure information and facilitate resource sharing. "Things to note:" are listed below, including the need for a minimum of two domain controllers and a DNS server. There's also information about Azure Active Directory. The "Next" button at the bottom of the wizard is highlighted. The Server Manager window is visible in the background.]Click Next.
[image: A screenshot of the "Confirm installation selections" step in the Windows Server "Add Roles and Features Wizard." The window lists the features that will be installed, including Active Directory Domain Services and Group Policy Management. The "Install" button is active in the bottom right corner.]Click Install.

[image: A screenshot of the "Add Roles and Features Wizard" in Windows Server on the "Results" page. The "Installation progress" bar is full, showing that the installation of Active Directory Domain Services and other features has completed successfully on TSERVER01. The "Close" button is active.]Click Close after the installation is complete.



Configure Active Directory Domain Services

From Server Manager, click the flag, and then click Promote This Server to a Domain Controller, as shown below:
[image: A screenshot of the Server Manager dashboard in Windows Server. The "Local Server" view is selected, and a "Post-deployment Configuration" notification is visible for the server TSERVER01. The notification contains a clickable link that reads, "Promote this server to a domain controller." A notification flag icon is also visible in the top bar.]




Deployment configuration
[image: A screenshot of the "Deployment Configuration" wizard in Windows Server Manager. The wizard is open to the "Deployment Configuration" step, with three radio button options: "Add a domain controller to an existing domain," "Add a new domain to an existing forest," and "Add a new forest." The "Add a new forest" option is selected. Below these options, there are fields for "Domain" (with a "Select..." button) and "Supply the credentials to perform this operation" (with a "Change..." button). The bottom of the wizard shows "Previous," "Next," "Install," and "Cancel" buttons. The Server Manager window also shows "Dashboard," "Local Server," "All Servers," "AD DS," and "File and Storage Services" in the left-hand navigation pane.]Select Add a New Forest.


[image: A screenshot of the "Deployment Configuration" wizard in Windows Server Manager. The wizard is on the "Deployment Configuration" step, with "Add a new forest" selected. In the "Specify the domain information for this operation" section, there's a "Root domain name:" field with "Trip24.local" entered into it. The bottom of the wizard shows "Previous," "Next," "Install," and "Cancel" buttons, with "Next" highlighted. The Server Manager window also displays "Dashboard," "Local Server," "All Servers," "AD DS," and "File and Storage Services" in the left navigation pane.]Enter the root domain name “Trip24.local”.


[image: A screenshot of the "Active Directory Domain Services Configuration Wizard" in Windows Server Manager. The wizard is on the "Domain Controller Options" step. On the right, there are dropdowns for "Forest functional level" and "Domain functional level," both set to "Windows Server 2016." Below that, "Domain Name System (DNS) server" and "Global Catalog (GC)" checkboxes are selected, while "Read only domain controller (RODC)" is unchecked. There are also password fields for "Directory Services Restore Mode (DSRM) password," with both "Password" and "Confirm password" fields filled with asterisks. The "Next" button at the bottom of the wizard is highlighted. The Server Manager window itself is visible in the background.]Click Next.
[image: A screenshot of the "Active Directory Domain Services Configuration Wizard" in Windows Server Manager. The wizard is currently on the "Additional Options" step. The main pane shows "Verify the NetBIOS name assigned to the domain and change it if necessary." Below this, there is a text field labeled "The NetBIOS domain name:" which contains "TRIP24". At the bottom of the wizard, the "Next" button is highlighted. The Server Manager window and its left-hand navigation pane are visible in the background.]Click Next.
[image: A screenshot of the "Active Directory Domain Services Configuration Wizard" in Windows Server Manager. The wizard is on the "Paths" step. The right pane of the wizard shows "Specify the location of the AD DS database, log files, and SYSVOL." Below this, there are three fields: "Database folder:", "Log files folder:", and "SYSVOL folder:", all showing "C:\Windows\NTDS" or "C:\Windows\SYSVOL" respectively, with browse buttons next to them. The "Next" button at the bottom of the wizard is highlighted. The Server Manager window is visible in the background.]Click Next.





[image: A screenshot of the "Active Directory Domain Services Configuration Wizard" in Windows Server Manager. The wizard is on the "Review Options" step, displaying a summary of the selected configurations. The summary includes: "Configure this server as the first Active Directory domain controller in a new forest.", "The new domain name is "Trip24.local". This is also the name of the new forest.", "The NetBIOS name of the domain: TRIP24", "Forest Functional Level: Windows Server 2016", "Domain Functional Level: Windows Server 2016", "Additional Options: Global catalog: Yes, DNS Server: Yes, Create DNS Delegation: No". Below this, there's a "View script" button. The "Next" button at the bottom of the wizard is highlighted. The Server Manager window is visible in the background.]Click Next.

[image: A screenshot of the "Active Directory Domain Services Configuration Wizard" in Windows Server Manager. The wizard is currently on the "Prerequisites Check" step. The main pane displays a large section with the heading "Prerequisites Check." A green checkmark indicates "All prerequisite checks passed successfully. Click 'Install' to begin installation." Further down, there are details about the checks, including a warning about a delegation for the DNS server not being created and a note about cryptography algorithms. At the very bottom, it reiterates "All prerequisite checks passed successfully. Click 'Install' to begin installation." The "Install" button at the bottom of the wizard is highlighted. The Server Manager window is visible in the background.]Click Install.


[image: A screenshot of a Windows login screen for "Other user." The background is a scenic image of a beach with rock formations and the ocean. In the center, there is a generic user icon with "Other user" beneath it, followed by fields for "User name" and "Password." Below the password field, there's text that says "Sign in to: TRIP24" and "How do I sign in to another domain?". The overall window title is "TrServer01 on AXL-3-13-TUTOR - Virtual Machine Connection."]Domain Trip24.local created. Log in as domain administrator.



[image: A screenshot of the Server Manager dashboard for "Local Server" on a Windows Server 2019 machine named "TServer01" within the "Trip24.local" domain. The main panel displays various system properties and settings, including:

Computer name: TServer01
Domain: Trip24.local
Last installed updates: Never
Windows Update: Download updates only, using Windows Update
Last checked for updates: Never
Windows Defender Firewall: Public (Off)
Remote management: Enabled
Remote Desktop: Disabled
NIC Teaming: Disabled
Ethernet: 172.16.0.1, IPv6 enabled
Windows Defender Antivirus: Real-time Protection On
Feedback & Diagnostics: Settings
Time zone: (UTC+00:00) Dublin, Edinburgh, Lisbon, London
Product ID: Not activated
Operating system version: Microsoft Windows Server 2019 Standard Evaluation
Hardware information: Microsoft Corporation Virtual Machine
Processor: Intel(R) Core(TM) i5-10400 CPU @ 2.90GHz
Installed memory (RAM): 2.00 GB
Total disk space: 79.9 GB
Below the properties, an "EVENTS" section shows recent events, including errors related to "Microsoft-Windows-Security-SPP." A small pop-up window in the bottom right corner indicates "Something happened, and we couldn't..." with text related to input language, suggesting issues with keyboard input.]Tserver01 in Trip24.local


Activity: Join the domain
Join Server2 VM and Desktop VM from lessons 7 and 8 to Trip24.local
Join Server VM to Trip24.local

[image: A screenshot of a Windows Server Manager window with a "System Properties" dialog box open on top of it. The "System Properties" dialog is on the "Computer Name/Domain Changes" tab. The dialog shows the current "Computer name:" as "TServer02" and "Full computer name:" as "TServer02." Under "Member of," the "Domain:" radio button is selected, and "Trip24.local" is entered in the associated text field. The "Workgroup:" option is also visible but not selected. The dialog box has "OK," "Cancel," and "Apply" buttons at the bottom. The Server Manager window in the background shows its dashboard for "Local Server" with various system details and an "EVENTS" log visible below the dialog box.]Click OK.
[image: A screenshot showing a nested set of dialog boxes on a Windows Server Manager window. The outermost dialog is "System Properties," open to the "Computer Name/Domain Changes" tab, with "Domain: Trip24.local" selected. On top of this, a smaller "Computer Name/Domain Changes" information dialog box is displayed, which reads, "Welcome to the Trip24.local domain." This smaller dialog has an "OK" button. The Server Manager window and its "EVENTS" log are visible in the background.]Tserver02 joined Trip24.local

[image: A screenshot of the Server Manager dashboard for "Local Server" on a Windows Server 2019 machine named "TServer02" within the "Trip24.local" domain. The main panel displays various system properties and settings, including:

Computer name: TServer02
Domain: Trip24.local
Last installed updates: Last updated
Windows Update: Last updated
Last checked for updates: Last checked
Windows Defender Firewall: Domain: Off
Remote Management: Enabled
Remote Desktop: Disabled
NIC Teaming: Disabled
Ethernet: 172.16.0.2, IPv6 enabled
Windows Defender Antivirus: No status visible due to cropping
Feedback & Diagnostics: No status visible due to cropping
IE Enhanced Security Configuration: No status visible due to cropping
Time zone: No status visible due to cropping
Product ID: No status visible due to cropping
Operating system version: Microsoft Windows Server 2019 Standard Evaluation
Hardware information: Microsoft Corporation Virtual Machine
Processors: No status visible due to cropping
Installed memory (RAM): No status visible due to cropping
Total disk space: No status visible due to cropping
Below the properties, an "EVENTS" section shows recent events, including errors related to "Microsoft-Windows-Security-SPP."]Tserver01 in Trip24.local


Join Desktop VM to Trip24.local

[image: A screenshot of a Windows 10 desktop with multiple dialog boxes open. In the foreground, a "System Properties" window for "Computer Name/Domain Changes" is visible, showing "TClient01" as the computer name and "Trip24.local" selected as the domain. Overlapping this, a smaller "Computer Name/Domain Changes" information dialog box displays "Welcome to the Trip24.local domain." In the background, part of the Windows 10 "Settings" app is visible, with the "About" section open, showing information about the Windows edition.]Join TClient01 to Trip24.local


Activity: Installation peer review checklist

	Prerequisites test – expected outcome and actual outcome match
	

	Static IP address assigned to the server
	

	DNS server role configured
	

	Evidence network connectivity
	

	AD DS installed
	

	Server promoted to domain controller
	

	Domain listed in Active Directory Users and Computers
	

	Client machines successfully joined to the domain
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: Microsoft Hyper-V Network Adapter

: 00-15-5D-02-FE-04

: Yes

: Yes

: fe80::3fde:659f:cffe:2f7f%6(Preferred)
: 192.168.1.10(Preferred)

¢ 255.255.255.128

: 15 May 2025 15:44:09

: 23 May 2025 15:44:10

: 192.168.1.126

: 192.168.1.1

: 100668765

: 00-01-00-01-2F-B6-4B-7F-00-15-5D-02-FE-04
: 192.168.1.1

192.168.1.1

: Enabled
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B Select Command Prompt

“:\Users\Userl>ipconfig /all
Windows IP Configuration

Host Name .
Primary Dns Sufflx
Node Type .
IP Routing Enabled
WINS Proxy Enabled.

~thernet adapter Ethernet:

Connection-specific DNS Suffix
Description .
Physical Address.
DHCP Enabled. 5 5
Autoconfiguration Enabled 5
Link-local IPv6 Address .
IPv4 Address.

Subnet Mask .

Lease Obtained.

Lease Expires .
Default Gateway .
DHCP Server

DHCPv6 IAID . .
DHCPv6 Client DU
DNS Servers .
NetBIOS over Tcpip.

“:\Users\Userl>_

Type here to se:

: Microsoft Hyper-V Network Adapter

: 00-15-5D-02-FE-04

: Yes

: Yes

: fe80::3fde:659f:cffe:2f7f%6(Preferred)
: 192.168.1.10(Preferred)

¢ 255.255.255.128

: 15 May 2025 15:44:09

: 23 May 2025 15:44:10

: 192.168.1.126

: 192.168.1.1
: 100668765
: 00-01-00-01-2F-B6-4B-7F-00-15-5D-02-FE-04
: 192.168.1.1
192.168.1.1
: Enabled
v
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: \Users\Userl>
"" C:\Users\Userl>ipconfig

g _!windows IP Configuration

‘i' Ethernet adapter Ethernet:
‘

Connection-specific DNS Suffix . :
Link-local IPv6 Address . . . . . : fe80::3fde:659f:cffe:2f7f%6

IPv4 Address. . . . . . - . . . :1292.168.1.10
4 Subnet Mask . . . . . . ... .. : 255.255.255.128
# Default Gateway . . . . . . . . . : 192.168.1.126

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time<ims TTL=128
Reply from 192.168.1.1: bytes=32 time<lms TTL=128
Reply from 192.168.1.1: bytes=32 time<ims TTL=128
‘ Reply from 192.168.1.1: bytes=32 time<lms TTL=128

i Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:
| 7 Minimum = @ms, Maximum = @ms, Average = @ms

15:59

@

UKX  15/05/2025
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C:\Users\Administrator>ipconfig

Nindows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . :
Link-local IPv6 Address . . . . . : fe80::9f0c:4b39:5f0c:deald%5

IPv4 Address. . . . . . . . . . . : 192.168.1.1
Subnet Mask . . . . . . . . . . . @ 255.255.255.128
Default Gateway . . . . . . . . . : 192.168.1.126

C:\Users\Administrator>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168. bytes=32 time<lms TTL=128
Reply from 192.168. bytes=32 time<lms TTL=128
Reply from 192.168. bytes=32 time<lms TTL=128
Reply from 192.168. bytes=32 time<lms TTL=128

e e

.1
.1
.1
.1

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

C:\Users\Administrator>_
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Features

Confirmation
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DESTINATION SERVER
Trserver01

Domain Name System (DNS) provides a standard method for associating names with numeric Internet
addresses. This makes it possible for users to refer to network computers by using easy-to-remember
names instead of a long series of numbers. In addition, DNS provides a hierarchical namespace,
‘ensuring that each host name will be unique across a local or wide-area network. Windows DNS services
«can be integrated with Dynamic Host Configuration Protocol (DHCP) services on Windows, eliminating
the need to add DNS records as computers are added to the network.

Things to note:

* DNS server integration with Active Directory Domain Services automatically replicates DNS data
along with other Directory Service data, making it easier to manage DNS.

* Active Directory Domain Services requires a DNS server to be installed on the network. If you are

installing a domain controller, you can also install the DNS Server role using Active Directory Domain
Services Installation Wizard by selecting the Active Directory Domain Services role.
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Add a New Zone

The Domain Name System (DNS) allows a DNS namespace to be divided into
zones. Each zone stores information about one or more contiguous DNS

domains.

To add a new zone, on the Action menu, click New Zone.
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New Zone Wizard

Y

Welcome to the New Zone Wizard

This wizard helps you create a new zone for your DNS server.

Azone translates DNS names to related data, such as IP
addresses or network services.

To continue, click Next.

< Back Next > Cancel
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New Zone Wizard

Zone Type
The DNS server supports various types of zones and storage.

Select the type of zone you want to create:

@ Primary zone
Creates a copy of a zone that can be updated directly on this server.

() Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

O Stub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(SOA), and possibly glue Host (A) records. A server containing  stub zone is not
authoritative for that zone.

Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

< Back Next > Cancel
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New Zone Wizard X

Zone Name
What is the name of the new zone?

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com) or
a portion of the domain name (for example, newzone.microsoft.com). The zone name is not
the name of the DNS server.

Zone name:
Trip20.local

< Back Next > Cancel
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New Zone Wizard

Zone File
You can create a new zone file or use a file copied from another DNS server.

Do you want to create a new zone file or use an existing fle that you have copied from
another DNS server?

© Create a new file with this fie name:

Trip20.local.dns

O Use this existing file:

To use this existing file, ensure that it has been copied to the folder
%SystemRoot%\system32\dns on this server, and then click Next.

< Back Next > Cancel
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New Zone Wizard

Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates.

Dynamic updates enable DNS client computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

Allow only secure dynamic updates (recommended for Active Directory)
“This option is available only for Active Directory-integrated zones.

O Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any client.
4, T option s asignificant security vunerabilty because updates can be accepted
from untrusted sources.

® Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

< Back Next > Cancel
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New Zone Wizard

Y

Completing the New Zone Wizard

YYou have successfully completed the New Zone Wizard. You
specified the following settings:

Name:  Trip20.Jocal

Type:  Standard Primary

Lookup type: Forward

File name: Trip20.local.dns
Note: You should now add records to the zone or ensure

that records are updated dynamically. You can then very
name resolution using nslookup.

To close this wizard and create the new zone, click Finish.

< Back Finish Cancel
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New Zone Wizard

Y

Welcome to the New Zone Wizard

This wizard helps you create a new zone for your DNS server.

Azone translates DNS names to related data, such as IP
addresses or network services.

To continue, click Next.

< Back Next > Cancel
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New Zone Wizard

Reverse Lookup Zone Name
Areverse lookup zone translates IP addresses into DNS names.

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPv6

addresses.

@ IPv4 Reverse Lookup Zone

O IPv6 Reverse Lookup Zone

< Back

Next >
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New Zone Wizard

Reverse Lookup Zone Name
Areverse lookup zone translates IP addresses into DNS names.

To identify the reverse lookup zone, type the network ID or the name of the zone.
@ Network ID:
192 .168

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in ifs normal (ot reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
Zzone 0.10.in-addr.arpa.

O Reverse lookup zone name:
1.168.192.in-addr.arpa

< Back Next > Cancel
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New Zone Wizard

Zone File
You can create a new zone file or use a file copied from another DNS server.

Do you want to create a new zone file or use an existing fle that you have copied from
another DNS server?

@ Greate a new fie with this fie name

1.168.192.in-addr.arpa.dns

(O Use this existing file:

To use this existing file, ensure that it has been copied to the folder
%SystemRoot%\system32\dns on this server, and then click Next.

< Back Next > Cancel
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New Zone Wizard

Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates.

Dynamic updates enable DNS client computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

Allow only secure dynamic updates (recommended for Active Directory)
“This option is available only for Active Directory-integrated zones.

O Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any client.
4, T option s asignificant securiy vunerabilty because updates can be accepted
from untrusted sources.

® Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

< Back Next > Cancel
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New Zone Wizard

Y

Completing the New Zone Wizard

YYou have successfully completed the New Zone Wizard. You
specified the following settings:

Name:  1.168.192.in-addr.arpa
Type:  Standard Primary
Lookup type: Reverse

File name: 1.168.192.in-addr.arpa.dns

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then very
name resolution using nslookup.

To close this wizard and create the new zone, click Finish.

< Back Finish Cancel
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