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Support holistic delivery of Core Content and Occupational Specialism content: Digital infrastructure
ET-FOUNDATION.CO.UK
T LEVEL IN DIGITAL SUPPORT SERVICES (Part 2)


The following materials relate to lesson 7: Network operating system
Activity: Download Windows Server 2019 ISO
Hyper-V Manager
Activity: Install Windows Server 2019 on Server VM using VirtualBox
Activity: Initial configuration of Windows Server 2019
Activity: Confirm initial configuration



Activity: Download Windows Server 2019 ISO
Instructions
Download a copy of Windows Server 2019. In practice, you may use a USB drive or have it hosted locally for access.
microsoft.com/en-us/evalcenter/download-windows-server-2019


Hyper-V Manager
Install Windows Server 2019 on Server VM created in lesson 6.

[image: Screenshot of Hyper-V Manager showing a virtual machine named 'TServer02' in a turned-off state. A Virtual Machine Connection window is open in the centre, displaying the message “The virtual machine 'TServer02' is turned off” with a grey Start button below. The lower panel displays VM details including network adapter and connection type.]

[image: Screenshot of a Windows Server 2019 installation screen within Hyper-V Manager. The setup window displays options for selecting language, time and currency format, and keyboard input method. The default selections are set to English (United States) and US keyboard, with a "Next" button in the lower right. The VM status at the bottom reads “Running.”]

[image: Screenshot of Hyper-V Manager displaying a virtual machine running Windows Server 2019 setup. The setup window shows language, time and currency format, and keyboard input options. "English (United States)" is selected for language, and "English (United Kingdom)" for time and keyboard. The "Next" button is visible in the bottom right of the setup window. Status bar shows the VM is running.]

[image: Screenshot of Hyper-V Manager showing a virtual machine running Windows Server 2019 setup. The setup window displays a dark blue background with the message “Windows Server 2019” and two options: a central “Install now” button and a “Repair your computer” link in the bottom left. The VM status at the bottom indicates it is running.]

[image: Screenshot of Hyper-V Manager displaying a virtual machine running the Windows Server 2019 setup. The setup window shows a list of installation options with four editions of Windows Server 2019, including Standard and Datacenter, with and without Desktop Experience. One option is highlighted, and a description box below explains it includes the full graphical environment. Installation progress at the bottom shows steps 1 (Collecting information) and 2 (Installing Windows) in progress. Status bar indicates the VM is running.]

[image: Screenshot of Hyper-V Manager showing a virtual machine running the Windows Server 2019 setup. The setup window displays the license terms under the heading "Applicable notices and license terms". A scrollable text box explains Microsoft’s diagnostic and usage information policies. The checkbox “I accept the license terms” is ticked, and the “Next” button is visible. The installation progress bar at the bottom shows steps 1 and 2: “Collecting information” and “Installing Windows”. Status indicates the VM is running.]

[image: Screenshot of Hyper-V Manager with a virtual machine running the Windows Server 2019 setup. The setup window displays the disk selection screen titled “Where do you want to install Windows?”. A single unallocated drive (Drive 0) with 80 GB total and free space is selected. Below the list are options including Refresh, Delete, Format, New, Extend, and Load driver. Installation progress shows steps 1 and 2 underway, and the status bar indicates the VM is running.]

[image: Screenshot of Hyper-V Manager showing a virtual machine running the Windows Server 2019 setup. The setup window displays installation progress under the heading “Installing Windows”. Steps listed include: “Copying Windows files” (ticked), “Getting files ready for installation (0%)” (in progress), followed by “Installing features”, “Installing updates”, and “Finishing up” (all greyed out). The installation progress bar at the bottom shows stages 1 and 2, and the VM status is running.]

[image: Screenshot of Hyper-V Manager with a virtual machine running the Windows Server 2019 setup. The setup window shows progress under “Installing Windows” with four steps ticked: “Copying Windows files”, “Getting files ready for installation”, “Installing features”, and “Installing updates”. The final step, “Finishing up”, is not yet started. A green progress bar is nearly complete, and the VM status at the bottom indicates it is running.]

[image: Screenshot of Hyper-V Manager showing a virtual machine running Windows Server 2019. The screen displays the “Customize settings” window with fields for creating a password for the built-in Administrator account. The user name field is greyed out and set to “Administrator”, while the password and reenter password fields are filled with masked characters. A blue “Finish” button is visible in the bottom right. The VM status bar indicates it is running.]

[image: Screenshot of Hyper-V Manager showing a virtual machine with the Windows 10 lock screen visible. A “Display configuration” pop-up window is open, allowing the user to choose the display size for interacting with the VM. The resolution is set to 1366 by 768 pixels, with a slider positioned in the middle between “Small” and “Large”. The lock screen background features a cave opening to a beach scene, and the time displayed is 12:37 on Wednesday 12 February. The VM status is shown as running.]
[image: Screenshot of Hyper-V Manager showing a virtual machine at the Windows login screen. The screen displays the default beach cave background with the user “Administrator” selected and a password field below. The language option is shown as “ENG” in the bottom right, and the VM status at the bottom indicates it is running.]


[image: Screenshot of Hyper-V Manager showing a virtual machine running Windows Server 2019. The Server Manager dashboard is open, displaying options under "Configure this local server" such as adding roles and features or managing other servers. The "Roles and Server Groups" section below shows File and Storage Services in green, and both Local Server and All Servers in red, indicating manageability or performance alerts. The VM status bar at the bottom indicates it is running.]

[image: Screenshot of Hyper-V Manager showing a virtual machine running Windows Server 2019. The Server Manager is open on the “Local Server” tab, displaying system details such as computer name, domain, network settings, Windows Firewall status, and operating system version. Below, the “Events” panel shows error logs related to Microsoft-Windows-Security-SPP. The VM status bar at the bottom indicates it is running.]


[image: Screenshot of Hyper-V Manager showing a virtual machine running Windows Server 2019. The Server Manager is open on the “Local Server” tab, with the Network Connections window displayed in the foreground. A single Ethernet connection is shown using the Microsoft Hyper-V Network Adapter. Toolbar options include options to disable, diagnose, rename, and view the status of the connection. The VM status at the bottom shows it is running.]


[image: Screenshot of Hyper-V Manager showing a virtual machine running Windows Server 2019. The Server Manager is open on the “Local Server” tab. The “Ethernet Properties” window is displayed in the foreground, showing network settings for the Microsoft Hyper-V Network Adapter. Several items are listed and checked, including Client for Microsoft Networks, File and Printer Sharing, and Internet Protocol versions 4 and 6. The VM status bar at the bottom shows it is running.]


[image: Screenshot of Hyper-V Manager showing a virtual machine running Windows Server 2019. The Server Manager is open on the “Local Server” tab. The foreground window displays IPv4 properties for the Microsoft Hyper-V Network Adapter. Static IP settings are configured, including IP address 192.168.0.2, subnet mask 255.255.255.0, and default gateway 192.168.0.1. Preferred and alternate DNS server fields are also filled. The VM status bar at the bottom shows it is running.]


[image: Screenshot of Hyper-V Manager showing a virtual machine running Windows Server 2019. The Server Manager is open on the “Local Server” tab, displaying updated network settings. The Ethernet IP address is now set to 172.16.24.1. Other system properties such as Windows Defender status, remote management, time zone, and hardware specs are visible. Below, the Events panel displays several error logs related to Microsoft-Windows-Security-SPP. The VM status bar at the bottom indicates it is running.]


[image: Screenshot of Hyper-V Manager showing a virtual machine running Windows Server 2019. The Server Manager is open on the “Local Server” tab. A “System Properties” window is visible in the foreground, showing computer name and workgroup details. A secondary pop-up message titled “Computer Name/Domain Changes” notifies the user that a restart is required to apply changes. The VM status bar at the bottom shows it is running.]


[image: Screenshot of Hyper-V Manager showing a virtual machine running Windows Server 2019. The Server Manager is open on the “Local Server” tab. A Microsoft Windows pop-up message is centred on screen stating “You must restart your computer to apply these changes” with two buttons: “Restart Now” and “Restart Later”. The VM status bar at the bottom shows it is running.]




[image: Screenshot of Hyper-V Manager showing a virtual machine running Windows Server 2019. The Server Manager is open on the “Local Server” tab. The computer name has been updated to “TServer02”, and the IP address is now 172.16.24.2. Other server details and configuration settings are visible, including firewall status, remote management, and product ID. The Events panel displays several error entries related to Microsoft-Windows-Security-SPP. The VM status bar at the bottom indicates it is running.]


[image: Screenshot of Hyper-V Manager showing a virtual machine running Windows Server 2019. The Server Manager is open on the “Local Server” tab. A Command Prompt window is active in the foreground, displaying the result of the ipconfig command. It shows IPv6 and IPv4 addresses, a subnet mask of 255.255.255.0, and a default gateway of 172.16.0.254 for the Ethernet adapter. The VM status bar at the bottom indicates it is running.]
[image: Screenshot of Hyper-V Manager showing a virtual machine running Windows Server 2019. The “System” window is open in the Control Panel, displaying basic system information including Windows edition, processor (Intel i5-10400 CPU @ 2.90GHz), installed memory (16.0 GB), and system type (64-bit). The computer name is TServer02, and Windows is not activated. The VM status bar at the bottom shows it is running.]


Activity: Install Windows Server 2019 on Server VM using VirtualBox

[image: Screenshot of Oracle VirtualBox Manager displaying details for a virtual machine named “TServer02” with the operating system set to Windows Server 2019 (64-bit). The VM is powered off. System specifications include 4096 MB base memory, video memory of 128 MB, and storage attached via SATA with an 80 GB virtual hard disk and a Windows Server 2019 ISO image. Network adapter is set to NAT. A small preview window shows the VM name “TServer02” on a black background.]


[image: Screenshot of Oracle VirtualBox Manager with a right-click context menu open for the virtual machine “TServer02”, which is currently powered off. The menu highlights the “Start” option, with sub-options for “Normal Start”, “Headless Start”, and “Detachable Start”. VM details are visible on the right, showing Windows Server 2019 (64-bit) as the OS, 4096 MB base memory, and attached storage including a Windows Server 2019 ISO file and a floppy image. A preview window shows a black screen labelled “TServer02”.]
[image: Screenshot of Oracle VirtualBox Manager with a virtual machine named “TServer02” highlighted and marked as “Running”. In the foreground, the VM window shows a black screen with the message “Loading files...” and a horizontal progress bar partially filled. This indicates the virtual machine is booting up from installation media.]


[image: Screenshot of Oracle VirtualBox Manager with a virtual machine named “TServer02” running. The VM window displays the Windows Server 2019 setup screen during installation. The progress shows “Copying Windows files (93%)” under the “Installing Windows” stage. A green progress bar is visible at the bottom, along with the steps “1. Collecting information” and “2. Installing Windows.” The background is dark blue, and the setup window is centrally positioned.]


[image: Screenshot of Oracle VirtualBox with the virtual machine “TServer02” running Windows Server 2019. The Server Manager dashboard is open, showing initial setup tasks such as “Configure this local server” and options to add roles, manage servers, and connect to cloud services. Below, the “Roles and Server Groups” section shows File and Storage Services marked green and Local Server marked red, indicating issues under manageability and performance. The Windows taskbar is visible at the bottom.]


[image: Screenshot of Oracle VirtualBox with the virtual machine “TServer02” running Windows Server 2019. The Server Manager is open on the “Local Server” tab, displaying system properties including the computer name, workgroup, firewall status, remote management, and network configuration (IPv4 assigned by DHCP, IPv6 enabled). The bottom panel shows event logs with warnings and errors related to service control and remote management. The VM is identified as running in VirtualBox with 4 GB RAM and an 80 GB virtual disk.]


[image: Screenshot of Oracle VirtualBox with the virtual machine “TServer02” running Windows Server 2019. The Server Manager is open on the “Local Server” tab. A Network Connections window is active, showing a single Ethernet connection using the Intel PRO/1000 MT Desktop Adapter. Toolbar options above allow actions such as disabling or renaming the connection. The Windows taskbar and event logs are visible in the background.]

[image: Screenshot of Oracle VirtualBox with the virtual machine “TServer02” running Windows Server 2019. The Server Manager is open on the “Local Server” tab. A context menu is open in the Network Connections window after right-clicking the Ethernet adapter (Intel® PRO/1000 MT Desktop Adapter). The menu displays options such as Disable, Diagnose, Rename, Delete, and Properties, with the cursor hovering over “Properties”. The VM is running, as indicated by the status bar.]


[image: Screenshot of Oracle VirtualBox with the virtual machine “TServer02” running Windows Server 2019. The “Ethernet Properties” window is open, showing network settings for the Intel® PRO/1000 MT Desktop Adapter. Multiple networking components are ticked, including IPv4, IPv6, Client for Microsoft Networks, and File and Printer Sharing. The TCP/IPv4 option is highlighted, with a description visible at the bottom. The Server Manager is open in the background, displaying system events.]


[image: Screenshot of Oracle VirtualBox with the virtual machine “TServer02” running Windows Server 2019. The “Internet Protocol Version 4 (TCP/IPv4) Properties” window is open, showing manual network configuration. The IP address is set to 172.16.0.2, subnet mask to 255.255.255.0, default gateway to 172.16.0.254, and preferred DNS server to 172.16.0.1. The “Validate settings upon exit” box is ticked. The Ethernet Properties and Server Manager windows are visible in the background.]

[image: Screenshot of Oracle VirtualBox with the virtual machine “TServer02” running Windows Server 2019. The Server Manager is open on the “Local Server” tab, showing updated system properties. The Ethernet section now displays the static IP address 172.16.0.2 with IPv6 enabled. Other details include firewall status, remote management, system specs (4 GB RAM, 80 GB disk), and virtualisation using VirtualBox. The Events panel at the bottom lists warnings and errors from system services.]

[image: Screenshot of Oracle VirtualBox with the virtual machine “TServer02” running Windows Server 2019. A Command Prompt window is open displaying the results of the ipconfig command. The Ethernet adapter shows an IPv4 address of 172.16.0.2, a subnet mask of 255.255.255.0, and a default gateway of 172.16.0.254. IPv6 and link-local addresses are also shown. Server Manager and event logs are visible in the background.]


[image: Screenshot of Oracle VirtualBox with the virtual machine “TServer02” running Windows Server 2019. The “System Information” window is open, displaying detailed system summary data. It lists the OS name, version, manufacturer (Microsoft), system name (TRSERVER02), manufacturer (innotek GmbH), model (VirtualBox), processor (Intel Core i5-10400 CPU), and BIOS details. The Windows taskbar and part of the Server Manager event log are visible in the background.]


[image: Screenshot of Oracle VirtualBox with the virtual machine “TServer02” running Windows Server 2019. The Server Manager is open on the “Local Server” tab, showing system properties such as firewall, antivirus, Windows updates, time zone, product ID, and system specs (Intel Core i5, 4 GB RAM, 80 GB disk). The Ethernet setting confirms IPv6 is enabled. The bottom panel displays system event logs with errors and warnings. The VM is actively running.]



Activity: Initial configuration of Windows Server 2019
Open Hyper-V Manager.
Start TrServer01 VM.
[image: Screenshot of Oracle VirtualBox with the virtual machine “TServer02” running Windows Server 2019. The Server Manager is open on the “Local Server” tab, showing system properties. Key details include Windows Defender real-time protection enabled, IE Enhanced Security on, time zone set to Dublin/Lisbon, and Windows activated. The system has an Intel Core i5-10400 CPU, 4 GB RAM, and 80 GB disk. The event log shows errors and warnings from system services.]
Start TrServer01 and enter the password
[image: Screenshot of a virtual machine login screen showing the Windows lock screen background with the user “Administrator” selected. A password entry field is displayed below the username. The background features a beach scene viewed through a cave opening. Status at the bottom shows the VM is running, and the language is set to ENG.]
Enter the password.

[image: Screenshot of Hyper-V Manager with a virtual machine running Windows Server 2019. The Server Manager dashboard is open, showing configuration options including “Configure this local server,” “Add roles and features,” and “Add other servers to manage.” The left-hand menu highlights “Local Server.” Below, server group tiles show File and Storage Services in green and both Local Server and All Servers in red. The VM status bar at the bottom shows it is running.]
Open Server Manager and select Local Server.
[image: Screenshot of Windows Server 2019 running in a virtual machine with Server Manager open on the “Local Server” tab. The system properties panel displays information such as the computer name, firewall status, update status, IP address (assigned by DHCP), and time zone (UTC+00:00 Dublin, Edinburgh, Lisbon, London). The lower section shows system event logs with warnings. The VM is active and the taskbar clock shows 11:00.]
Set the date, time and time zone.
[image: Screenshot of Server Manager in Windows Server 2019 with the “Date and Time” settings window open in the foreground. The date is set to 14 May 2025, and the time shows 11:31:58. Buttons to change the date, time, and time zone are visible. In the background, the Server Manager “Local Server” tab displays system details including the current time zone (UTC+00:00 Dublin, Edinburgh, Lisbon, London) and system event logs.]

Change the computer name

Before:
[image: Screenshot of Windows Server 2019 with Server Manager open on the “Local Server” tab. The computer name is shown as WIN-19HR89VP5PJ, with details including firewall status, remote management settings, IPv4 address assigned by DHCP, and time zone set to UTC+00:00 Dublin, Edinburgh, Lisbon, London. The event log at the bottom shows warnings and a service control manager error. The system clock in the taskbar displays 11:13 on 14/05/2025.]
[image: Screenshot of Windows Server 2019 with Server Manager open on the “Local Server” tab. The “System Properties” window is active in the foreground, showing the “Computer Name” tab. The full computer name is displayed as WIN-1HP8639VSPJ, with the option to change the name or workgroup via the “Change” button. Background details in Server Manager show firewall, remote management, and IP address information. The taskbar displays the date and time as 14/05/2025, 11:13.]
[image: Screenshot of Windows Server 2019 with Server Manager open on the “Local Server” tab. The “Computer Name/Domain Changes” window is in focus, showing the computer name being changed to “TServer01” while remaining part of the WORKGROUP. The previous name was WIN-1HP8639VSPJ. Server properties and system event logs are visible in the background, and the taskbar shows the date and time as 14/05/2025, 11:13.]
[image: Screenshot of Windows Server 2019 with Server Manager open on the “Local Server” tab. A pop-up window confirms that a computer name change has been made, showing the message “You must restart your computer to apply these changes.” The underlying “Computer Name/Domain Changes” window displays the WORKGROUP setting. The computer name in Server Manager still shows the old name, WIN-1HP8639VSPJ. The system clock reads 11:25 on 14/05/2025.]
Click OK.
After:
[image: Screenshot of Windows Server 2019 running in a virtual machine with Server Manager open on the “Local Server” tab. The computer name has been successfully changed to “TServer01”. The system properties show status for firewall, remote management, and IPv4 address (assigned by DHCP). The time zone is set to UTC+00:00 Dublin, Edinburgh, Lisbon, London. The event log at the bottom displays warnings and errors. The VM status bar at the bottom confirms it is running.]
Configure the networking
From Local Server, click Ethernet.
[image: Screenshot of Windows Server 2019 running in a virtual machine with Server Manager open on the “Local Server” tab. The “Network Connections” window is open, showing a single active Ethernet adapter using the Microsoft Hyper-V Network Adapter. The background includes system event logs, and the VM status at the bottom reads “Running.” The taskbar shows the time as 11:40 on 14/05/2025.]
Right-click and choose properties.

[image: Screenshot of Windows Server 2019 with Server Manager open on the “Local Server” tab. The Network Connections window is active, showing a right-click menu on the Ethernet adapter using the Microsoft Hyper-V Network Adapter. The context menu includes options such as Disable, Status, Diagnose, and Properties. “Properties” is highlighted. The taskbar at the bottom displays open applications and the time.]
Select Internet Protocol Version 4 (TCP/IPv4).
[image: Screenshot of Windows Server 2019 showing the “Ethernet Properties” window open within Server Manager under “Local Server.” The selected network adapter is Microsoft Hyper-V Network Adapter. “Internet Protocol Version 4 (TCP/IPv4)” is highlighted in the list of connection items, and the Properties button is visible for assigning a static IP address. The background includes the Network Connections panel and event logs.]
Click Properties to assign static IPv4 address.
[image: Screenshot of the “Internet Protocol Version 4 (TCP/IPv4) Properties” window on a Windows Server 2019 system. A static IP configuration is being set, with fields filled as follows: IP address: 192.168.1.1, Subnet mask: 255.255.255.0, Default gateway: 192.168.1.254, and Preferred DNS server: 192.168.1.1. The option to validate settings on exit is visible but not ticked. The background shows Server Manager with “Local Server” selected and network settings in progress.]
[image: Screenshot of Windows Server 2019 running in a virtual machine with Server Manager open on the “Local Server” tab. The computer name is “TServer01” and the network interface shows IPv4 address 192.168.1.1 with IPv4 enabled. The firewall is set to Public and On. System properties and warnings in the event log are visible below, including entries related to DNS Client Events and Remote Management. The taskbar shows the time as 11:43 on 14/05/2025.]
Configure the Windows Server firewall
From Server Manager, select Local Server.
Click the hyperlink Public: On, next to Windows Defender Firewall.
[image: Screenshot showing Windows Server 2019 with Server Manager open to the “Local Server” tab. The Windows Defender Firewall status is set to “Public: On” and the related Windows Security window is open to the “Firewall & network protection” panel. It displays options for Domain, Private, and Public network profiles. The active profile is “Public network (active),” and links are visible for firewall options, including “Allow an app through firewall.”]
Click Allow an app through firewall.
[image: Screenshot of the "Allowed apps" window within Windows Defender Firewall settings on Windows Server. The list shows various apps and features with checkboxes for allowing communication on Private and Public networks. "AllJoyn Router" is highlighted and enabled for Private. Other entries like "BranchCache", "Core Networking", and "Cortana" have various permissions enabled. The “Allow another app…” button is visible in the bottom right.]
Select File and Printer Sharing and enable it for the Private profile by selecting the check box under Private.
[image: Screenshot of the “Allowed apps” section in Windows Defender Firewall settings. The “File and Printer Sharing” option is selected and ticked under the “Private” column, allowing it to communicate on private networks. Other apps such as “Core Networking”, “Cortana”, and “Desktop App Web Viewer” also have selected permissions. The "Allow another app..." button is visible in the lower right corner.]


Click OK to save your changes.

Configure the server to receive Windows updates
Click the Start menu and type gpedit.msc.
[image: Screenshot of a Windows Server desktop showing the Start menu search results for "gpedit.msc". The highlighted result is “Edit group policy” under the Control Panel section. The Server Manager window is open in the background with the “Local Server” tab selected. The taskbar includes icons for Internet Explorer, File Explorer, and Server Manager.]
Navigate to the Windows Update section by clicking on Computer Configuration, then Administrative Templates, then Windows Components, and finally Windows Update.
[image: Screenshot of the Local Group Policy Editor on Windows Server. The left pane shows the navigation path: Local Computer Policy > Computer Configuration > Administrative Templates > Windows Components. The "Windows Components" folder is expanded, and "Windows Update" is highlighted. The right pane displays a list of Windows features including Windows Defender SmartScreen, Windows Installer, and Windows Update, which is currently selected.]
[image: Screenshot of the Local Group Policy Editor showing the "Windows Update" settings under "Windows Components." The "Configure Automatic Updates" policy is selected in the list on the right. The left pane shows the expanded folder structure under "Computer Configuration > Administrative Templates > Windows Components > Windows Update." A description of the selected policy appears on the left, and the policy state is shown as "Not configured." The instruction at the bottom suggests double-clicking the setting and selecting "Enabled."]
Double-click Configure Automatic Updates.
Select Enabled.
[image: Screenshot of the “Configure Automatic Updates” policy window in the Local Group Policy Editor. The "Enabled" option is selected. The setting is configured to “3 - Auto download and notify for install.” Additional options include scheduling installation time at 03:00 every day. The right pane provides a detailed description of what each setting does. Buttons at the bottom include “OK,” “Cancel,” and “Apply.” A note below the image reads, “Click OK to save the change.”]
Click OK to save the change.
[image: Screenshot of the Server Manager window on a Windows Server 2019 system. The “Local Server” section is selected in the left-hand menu. System properties are displayed on the right, including the computer name (TServer01), network settings, firewall status, and update status. A partial overlay of the Windows Security window shows the “Firewall & network protection” screen. The taskbar at the bottom shows the time and date as 12:09 on 14/05/2025. Below the image, instructional text explains how to add roles and features by choosing "Manage" then "Add Roles and Features" in Server Manager.]
Add roles and features
Roles and features are added in Windows Server 2019 with Desktop Experience through Server Manager.
Open Server Manager.
Choose Manage⇒ Add Roles and Features.

[image: Server Manager window on a Windows Server 2019 system with the "Local Server" tab selected. The properties panel shows system details including computer name (TServer01), IP address (192.168.1.1), firewall status (Public: On), and update settings. In the top right, the "Manage" dropdown menu is open, revealing options: Add Roles and Features, Remove Roles and Features, Add Servers, Create Server Group, and Server Manager Properties. The taskbar at the bottom shows system warnings, the time (12:45), and the date (14/05/2025).]

On the Before you begin page, click Next.
[image: "Add Roles and Features Wizard" window on a Windows Server 2019 system, showing the "Before you begin" page. The instructions remind the user to ensure the Administrator account has a strong password, network settings are configured, and Windows updates are installed. The server name is displayed as "TServer01" in the top right. The navigation menu on the left highlights "Before You Begin", with options including Installation Type, Server Selection, Server Roles, Features, Confirmation, and Results. Buttons at the bottom include "Previous", "Next", "Install" (greyed out), and "Cancel".]
On the Select installation type page, click Next.
[image: "Add Roles and Features Wizard" window showing the "Select installation type" screen. The selected option is "Role-based or feature-based installation", used for configuring a single server by adding roles, role services, and features. The other option, "Remote Desktop Services installation", is unselected. On the left, the progress menu highlights "Installation Type", with steps listed including "Before You Begin", "Server Selection", and more. The destination server is named "TServer01", and the buttons at the bottom include "Previous", "Next" (active), "Install" (inactive), and "Cancel".]
On the Select destination server page, click Next.
[image: "Add Roles and Features Wizard" window on the "Select destination server" step. The selected option is "Select a server from the server pool". In the Server Pool list, the server named "TServer01" with IP address 192.168.1.1 and operating system "Microsoft Windows Server 2019 Standard Evaluation" is highlighted. The navigation pane on the left shows "Server Selection" is active. Buttons at the bottom include "Previous", "Next" (active), "Install" (inactive), and "Cancel".]
Check the check box next to the role that you want to install, and click Next.
[image: "Add Roles and Features Wizard" window showing the "Select server roles" page. A scrollable list of server roles is displayed, including options such as "Active Directory Certificate Services", "DHCP Server", "DNS Server", and "File and Storage Services". None of the roles are selected. On the right, a description panel explains the purpose of the selected role. The left navigation pane highlights "Server Roles". At the bottom are "Previous", "Next" (active), "Install" (inactive), and "Cancel" buttons.]
Click Install to install the roles and/or features you selected.
Setup the Windows Server OS for remote administration.
With Server Manager open, click Local Server.
Click the hyperlink next to Remote Desktop that says Disabled.

[image: The Server Manager window is open, showing the Local Server properties pane. The Remote Desktop setting is highlighted as "Disabled". In the foreground, the "System Properties" dialog box is open with the "Remote" tab selected. Under "Remote Desktop", the option "Don't allow remote connections to this computer" is selected. Below it is the option to "Allow remote connections to this computer", which is not selected. The dialog includes OK, Cancel, and Apply buttons at the bottom.]
In the dialog box that appears, select Allow remote connections to this computer.
[image: A dialog box titled "Remote Desktop Connection" is displayed. It informs the user that the Remote Desktop Firewall exception will be enabled. The message explains that Remote Desktop Connection is being enabled for all network connections on the computer and advises using "Windows Firewall with Advanced Security" to configure it for specific connections. Below the message is an "OK" button. The background shows the System Properties window with "Allow remote connections to this computer" selected.]
Click OK.
[image: The Server Manager window is open, showing the “Local Server” section. The “PROPERTIES” panel displays settings for a server named “TrServer01” in the “WORKGROUP” workgroup. Key properties include: Windows Defender Firewall (Public: On), Remote management (Enabled), Remote Desktop (Enabled), NIC Teaming (Disabled), and Ethernet (192.168.1.1, IPv6 enabled). The system is running Microsoft Windows Server 2019 Standard Evaluation on a Microsoft Corporation Virtual Machine. Below, the “EVENTS” panel lists several system warnings from sources like Microsoft-Windows-DNS Client Events and Microsoft-Windows-Time-Service.]



Activity: Confirm initial configuration
Use the following screenshot to confirm your settings are correct.
[image: The Server Manager window displays the "Local Server" dashboard with settings for a server named “TrServer01” in the “WORKGROUP” workgroup. Key configuration details include: Windows Defender Firewall (Public: On), Remote management (Enabled), Remote Desktop (Enabled), NIC Teaming (Disabled), and Ethernet IP address (192.168.1.1, IPv6 enabled). The system runs Microsoft Windows Server 2019 Standard Evaluation on a Microsoft Corporation Virtual Machine with an Intel Core i5-10400 CPU and 14 GB RAM. Below, the Events panel lists system warnings from DNS Client Events and Time-Service.]



The following materials relate to lesson 8: Desktop operating system
Activity: Download Windows 10 Pro ISO
Activity: Install Windows 10 Pro on Desktop VM
Activity: Confirm configuration of Windows 10 Pro
Feedback sheet



Activity: Download Windows 10 Pro ISO

Instructions
Download a copy of Windows 10 Pro. In practice, you may use a USB drive or have it hosted locally for access.
microsoft.com/en-us/software-download/windows10



Activity: Install Windows 10 Pro on Desktop VM

Open Hyper-V Manager.
Start TrPC01 and install Windows Pro.
[image: Screenshot of Hyper-V Manager with a virtual machine named "TrPC01" selected. A right-click context menu is open, highlighting the "Start" option. The details pane at the bottom shows information about the TrPC01 virtual machine, including its creation date, configuration version, and generation.]

[image: Virtual machine window displaying the Windows Setup screen with the "Install now" button highlighted. The background is dark purple and there is an option at the bottom to "Repair your computer". The Hyper-V Virtual Machine Connection toolbar is visible at the top, showing the VM is running.]

[image: Windows Setup screen inside a virtual machine showing a list of available Windows 10 editions to install. "Windows 10 Pro" is selected from the list. The interface shows architecture as x64 and date modified as 10/6/2021. The "Next" button is visible in the bottom right. Progress bar at the bottom indicates Step 1: Collecting information and Step 2: Installing Windows.]
Click Next.
[image: Windows Setup screen showing the licence agreement step. The window displays Microsoft Software License Terms, last updated June 2021. A checkbox to accept the licence terms is visible but not ticked. The "Next" button is active. The progress bar at the bottom shows Step 1: Collecting information and Step 2: Installing Windows. Hyper-V Virtual Machine Connection toolbar is visible at the top.]
Click Next and select New.

[image: Windows Setup screen displaying partition selection for installation. Three partitions are listed: Partition 1 (100 MB, System), Partition 2 (160 MB, MSR), and Partition 3 (59.9 GB, Primary), with Partition 3 selected. Buttons for Refresh, Delete, Format, Load driver, Extend, and New are shown below. The progress bar indicates Step 1: Collecting information and Step 2: Installing Windows.]
Click Next.
[image: Windows setup screen prompting for region selection. The screen displays a list of countries with "United Kingdom" highlighted. The message at the top reads, "Let’s start with region. Is this right?" A blue "Yes" button is visible in the bottom right. The virtual machine is running inside Hyper-V Virtual Machine Connection.]


[image: Windows Setup screen showing installation progress. The window displays the message "Installing Windows" with status updates. "Getting files ready for installation (16%)" is in bold, following a green tick for "Copying Windows files". Remaining steps—installing features, updates, and finishing up—are listed but not yet started. The progress bar at the bottom highlights Step 2: Installing Windows. Hyper-V Virtual Machine Connection toolbar is visible above.]


Activity: Confirm configuration of Windows 10 Pro

[image: Windows setup screen asking to confirm the region. "United Kingdom" is selected from a scrollable list of countries. The prompt reads "Let’s start with region. Is this right?" with a blue "Yes" button in the bottom right. The screen appears inside a Hyper-V Virtual Machine Connection window with the status showing as running.]

[image: Windows setup screen displaying the message “Now we have some important setup to do.” The screen has a solid blue background with a small white loading dot above the message. The title bar indicates the "Network" setup phase. The Hyper-V Virtual Machine Connection toolbar is visible at the top, and the VM status is shown as running.]
[image: Windows setup screen asking, "How would you like to set up?" with two options: "Set up for personal use" and "Set up for an organization". The second option is highlighted. The "Next" button is visible in the bottom right. The screen title bar shows "Account", and the setup is running inside a Hyper-V Virtual Machine Connection window.]
[image: Windows setup screen titled “Let’s customize your experience.” It displays checkboxes for selecting how the device will be used: Entertainment, Creativity, Gaming, Business, School, and Family. None of the boxes are ticked. Buttons for “Learn more,” “Skip,” and a disabled “Accept” are at the bottom. The window runs inside a Hyper-V Virtual Machine Connection labelled “Services” with status shown as running.]

[image: Windows 10 login screen for the user account "User1" displayed inside a Hyper-V Virtual Machine Connection window. The background shows a scenic mountain landscape with a reflective lake. The password field is visible, along with icons for language settings, accessibility, and power options in the bottom right corner. Status at the bottom indicates the VM is running.]


















Settings

[image: Windows 10 Settings home screen for a local account named "User1" displayed in a Hyper-V Virtual Machine Connection window. The screen shows categories such as System, Devices, Network & Internet, Personalization, Accounts, Privacy, and more. A prompt at the top offers to enhance the Windows experience with "Let’s go!" and "Skip for now" options. The taskbar at the bottom shows standard icons, including the Start menu, search, and settings. Status at the bottom indicates the virtual machine is running.]
Network settings
[image: Windows 10 Settings window open to the Network & Internet section, showing network status. The screen confirms the device is connected to the internet via Ethernet on a public network. Options such as Properties, Data usage, available networks, adapter settings, and Network and Sharing Center are displayed. The Hyper-V Virtual Machine Connection toolbar is visible at the top, and the taskbar at the bottom shows system icons and the date. Status bar confirms the virtual machine is running.]
Test initial configuration.
[image: Windows System Information window showing detailed system summary for a virtual machine running Microsoft Windows 10 Pro. Information includes OS version (19041 Build 19044), system manufacturer (Microsoft Corporation), system model (Virtual Machine), BIOS mode (UEFI), processor details (Intel Core i5-10400), and other hardware and platform settings. The left-hand navigation pane highlights "System Summary", and the bottom contains search options.]



Network settings

[image: Windows Command Prompt window displaying the result of the ipconfig command. The output shows network configuration details for the Ethernet adapter, including an IPv4 address (172.31.139.96), subnet mask (255.255.240.0), and default gateway (172.31.128.1). The command prompt is open under the User1 profile.]
[image: System Properties dialog box showing the "Computer Name/Domain Changes" window. The computer name is set to "TrPC01" and it's part of the "WORKGROUP" workgroup. The option to join a domain is available but not selected. Buttons for "More...", "OK", and "Cancel" are visible at the bottom of the window.]


[image: Windows 10 desktop showing multiple open windows. The "Computer Name/Domain Changes" window displays the computer name as "TrPC01" and indicates it is part of the "WORKGROUP" workgroup. A confirmation pop-up states "You must restart your computer to apply these changes." In the background, the Settings window shows Windows specifications confirming the edition is Windows 10 Pro, version 21H2. Hyper-V Virtual Machine Connection toolbar is visible at the top, and the VM is shown as running.]
[image: Windows desktop displaying the System Information window with the "System Summary" section selected. It shows details for a virtual machine running Microsoft Windows 10 Pro, version 19044. System name is "TrPC01", with an Intel Core i5-10400 CPU and UEFI BIOS mode. The taskbar at the bottom displays the Start menu, search bar, pinned applications, and system tray. The clock shows the time and date as 14:29 on 14/05/2025.]


Feedback sheet
Learner being reviewed: __________________________
Reviewer name: __________________________
Date: __________________________
	Aspect
	Yes/No/Partially
	Comments

	The Windows 10 Pro ISO was correctly downloaded and mounted.
	☐ Yes ☐ No ☐ Partially
	

	The Windows 10 Pro installation process was completed without errors.
	☐ Yes ☐ No ☐ Partially
	

	Appropriate configuration options were selected (region, language, version).
	☐ Yes ☐ No ☐ Partially
	

	Initial user set-up (username, password, PC name) was completed clearly.
	☐ Yes ☐ No ☐ Partially
	

	Privacy and set-up preferences (updates, feedback, location) were customised logically.
	☐ Yes ☐ No ☐ Partially
	

	The system boots to a working desktop and is functional.
	☐ Yes ☐ No ☐ Partially
	



What worked well?
(Write one short comment about something your peer did well.)






What could be improved?
(Write one constructive suggestion to improve the Windows 10 Pro set-up.)
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