	
	
	





[image: ][image: ]





[image: ]



ET-FOUNDATION.CO.UK

Introduction
[bookmark: _Int_BxGQTEyX]This resource has been developed to support providers delivering the T Level in Digital Production, Design and Development. In particular, it relates to the Core Content and prepares learners for the Core exams.
These materials are designed to support formative, not summative, assessment. Summative assessment is used to accredit learning – for example, by conferring a grade or qualification. Formative assessment is used to support learning and is also known as assessment for learning. Formative assessment should be designed to determine where learners are in their learning journey and whether they are progressing at the level expected at a particular milestone. If they are not, then formative assessment focuses on providing learners with feedback on what they have or have not achieved, together with guidance and activities to support further learning. Formative and summative assessments may use the same materials, but the response is different.
This resource has two sections:
1. Formative assessment questions
There are a range of questions covering the following Core Content areas as shown on page 11 of the 2023 Pearson specification:
· Problem solving (core area 1)
· Programming (core area 2)
· Emerging issues and impact of digital (core area 3)
· Legislation and regulatory requirements (core area 4)
· Business context (core area 5)
· Data (core area 6)
· Digital environments (core area 7)
· Security (core area 8).
There are questions that address the following two assessment objectives:
AO2 – Apply knowledge and understanding of contexts, concepts, theories and principles to different situations and contexts.
AO3 – Analyse and evaluate information and issues related to contexts, concepts, theories and principles to make informed judgements.
Each question specifies:
· targeted content – the specification reference that the question is designed to assess
· the question itself
· indicative content – an indication of the content that a learner may provide in response to the question 
· a specific reference to the Assessment Objective:
· Context highlights the key context or situation that learners need to refer to in their application to the scenario (AO2)
· Issue – relates to the key points in the scenario that should be the focus of the response (AO3)
· a model answer – an exemplar response that meets the targeted content and assessment objective.

When an awarding organisation produces summative assessment materials, it is essential that they lead to valid and reliable outcomes. This means that learners are actually assessed on what they should be assessed on (validity) and that the evidence is marked in a standardised way (reliability). This is why awarding organisations produce mark schemes – so that examiners can apply the marking in a consistent way and no learner is penalised because of who is marking their work.
Mark schemes are not always appropriate for formative assessment, in which learners do not benefit from simply being given a mark. Instead, learners benefit most from narrative feedback and commentary. They need to know and understand where there are gaps in their learning, not simply to know that there is a gap. This feedback may come from their tutor, from their peers or through self-reflection. It is essential that learners take on board the feedback they receive through formative assessment. Therefore, these materials do not include a mark scheme as they are not designed to be used for summative assessment. The model answers are intended to be used to support formative assessment. Learners can use these for self-reflection or peer feedback as they model “what good looks like”.
2. Suggested development activities
A range of development activities are provided to support learners following the completion of the questions.
The following are provided to support the activities:
· Activity feedback form: a feedback sheet template that can be provided to learners
· Activity carousel: a quick method to select a developmental activity relating to the learner’s area of development need (provided as a separate document).
The feedback activities are split into five sections:
1. Communication, including spelling and grammar (SPaG)
2. Misconceptions
3. Knowledge (AO1)
4. Application and problem solving (AO2)
5. Critical analysis and reasoning (AO3)




Section 1: Formative assessment questions


A02 questions 

AO2 Application
Apply knowledge and understanding to different situations and contexts
This section allows learners to demonstrate that they can apply their knowledge and understanding to a broad range of contexts and situations that may arise in the real world. This is an important part of developing their higher-order thinking, as it goes beyond general understanding and recall of knowledge.
These questions are focused to allow the learners to make choices in their approach as indicated by a range of indicative answers. 

Targeted content
1.1 Computational thinking
Question
A local sports centre has contacted a company because it wants to move its booking system online.
Explain two pieces of information that the company will need to develop the application.
Indicative content
· Specific examples of inputs required:
· Types of booking
· Sport
· Specific examples of things that will vary:
· Dates and times
· Specific examples of constants:
· Location
· Specific examples of required functionality:
· Fast internet connection
Context
Moving to online booking systems
Model answer
The first piece of information required is the types of sport that will be booked, as this will affect the backend database structure of the application.
The second piece of information required is whether the sports centre’s internet connection is fast enough to support an online booking system.




Targeted content
1.1 Computational thinking
Question
A two-person team is developing a complex health management application. This application requires integration of assorted services such as user authentication, data processing and interface management. The application will be used by both healthcare professionals and patients. 
Explain how this team can effectively use a bottom-up approach to address the development challenges of this application.
Indicative content
· Developing individual components
· Integration of components
· Testing individual elements
· Building functionality incrementally
· Focus on specific problems
Context
Two-person development teams
Model answer
In developing a complex health management application, the two-person team at the small software company can effectively use a bottom-up approach. This methodology focuses on creating individual modules or components of the application before integrating them into a complete system. Each person should start by developing smaller, manageable modules that address specific functions of the application. This is helpful in a small team where one person might finish something sooner or take longer than their colleagues.
Using a bottom-up approach, the two-person team can ensure that each component of the health management application can be tested by the other team member. This allows for objective testing while enabling each team member to develop awareness of the required functionality.



Targeted content
2.1 Program data
Question
A software development team is creating a mobile application for architects that calculates the area of rectangular building plots. The app requires users to enter the length and width of the plot in metres. 
Explain how the program should declare the measurement variables to ensure there are no rounding errors in the final answer.
Indicative content
· Variables for length and width input
· Maths – rounding errors
· Appropriate data types such as float and double
Context
Construction measurements
Model answer
In this program, variables for “length” and “width” should be declared to store user inputs. Architectural measurements must be precise, so using a data type like “float” or “double” is appropriate because it stores all the decimal places during the calculation. This will prevent rounding errors, which would compromise the architectural design.



Targeted content
2.8 Testing
Question
A small data cleaning development team is working on a new application and needs to ensure its functionality. 
Explain how automated functional testing tools can be applied to test their data cleansing algorithm.
Indicative content
· Parallel testing
· Data complexity
· Cost
· Integration of testing tools in the development cycle
· Continuous testing for data integrity and performance
Context
Small team development processes
Model answer
Data cleansing is a complex process, as there is a need to ensure the integrity of the data. Data sets are large and require multiple complex testing, which should be planned in advance to ensure all test criteria are met.
By using an automated functional testing system, multiple tests can be run in parallel. These would be too costly if done manually owing to the large data size.
Test cases should be developed based on the application’s requirements, such as removing duplicates, correcting formatting issues or validating data against predefined rules. 
Automated tools can then be used to simulate various data scenarios to test these functionalities throughout the development process. It should simulate various data scenarios to validate each data cleansing function without manual intervention.




Targeted content
2.8 Testing
Question
A member of the team is working on a user registration system. They have selected a date format of “DD-MM-YYYY” as test data for the birth date field. However, the system is designed to accept the date format “YYYY-MM-DD”. 
Explain why both valid and invalid test data should be used in a test plan.
Indicative content
· Valid test data
· Inputs
· Conforms to specification
· Invalid test data 
· Purpose of test
Context
Input field tests
Model answer
Valid test data: This would be a date in the correct “YYYY-MM-DD” format, such as “1990-12-15”. This test checks if the system properly accepts and processes dates that meet the specified format.
Invalid test data: This could include dates in the wrong format, like “15-12-1990” (DD-MM-YYYY) or a logically incorrect date like “2023-02-30”. These tests ensure the system rejects dates that are incorrectly formatted or logically impossible.
Both tests are needed because it is necessary to check that the field accepts the correct data while ensuring it rejects incorrect data as users may be familiar with other date formats.



Targeted content
2.5 Built-in functions
Question
A manufacturing company wants to use open-source code in an update to their customer relationship management (CRM) system.
Explain two drawbacks of including open-source code in this system.
Indicative content
· Drawbacks of using pre-written code such as:
· reliability
· security
· cost
· maintainability
· feature changes.
· Specific considerations for CRM systems
· Open-source principles
· Copyright and licensing
Context
Open-source code in manufacturing
Model answer
Open-source code is publicly accessible. This could potentially expose it to security vulnerabilities, which may lead to a customer data breach.
If the code needs extra customisation, this will add to the cost. It may also interrupt access to the CRM system, which is constantly in use.


Targeted content
3.1 Moral and ethical issues
Question
A medium-sized UK-based manufacturing company has recently implemented advanced monitoring software. It will oversee its administration employees’ online activities during work hours. All management will be able to view these logs. 
Explain two potential ethical issues with the implementation. 
Indicative content
· Policies
· Union involvement
· Training and implementation
· Discrimination 
· Privacy
Context
Targeted monitoring of departments
Model answer
The targeted monitoring of a specific group of administration employees in a medium-sized UK-based manufacturing company introduces delicate ethical and moral considerations. 
Singling out a group for monitoring can be viewed as discriminatory and unfair, potentially leading to a workplace divided by mistrust and resentment. 
In the UK, there is a reasonable expectation of privacy and this would be at risk if all management could view employees’ web activity. 


Targeted content
3.2 Emerging trends and technologies
Question
A regional newspaper company in the UK is exploring the use of artificial intelligence (AI) and machine learning algorithms.
Explain two ways in which this technology might affect the organisation.
Indicative content
· Finance
· Staffing
· Accuracy
· Currency
· Reliability
· Impact on reader engagement
Context
Newspaper publishers
Model answer
If the organisation is using AI to help write news articles and they do not check or edit the content before publication, there may be factual errors that will affect reader engagement and reduce readership.
Staff could be replaced by AI, which may save the company money. 


Targeted content
4.1 Legislation
Question
A network installation technician has received a basic introduction to the Health and Safety at Work Act 1974 as part of the company induction.
Explain two further safety regulations which should be included in the employee’s induction prior to their performing any installations. 
Indicative content
· Manual Handling Operations Regulations
· Management of Health and Safety at Work regulations
· Personal protective equipment (PPE) regulations
· Reporting of Injuries, Diseases and Dangerous Occurrences Regulations (RIDDOR)
Context
Network technicians
Model answer
As this is a job where the employee may be working at heights, it is important that they understand their obligations under RIDDOR if there is an accident. 
Network technicians are expected to move and install heavy equipment, such as server racking. This means they need to be aware of manual handling regulations so that they do not injure themselves or others. 


Targeted content
4.1 Legislation
Question
A penetration tester has been asked to test a customer’s system.
Explain how they can do this while still complying with the law.
Indicative content
· Computer Misuse Act 1990
· Authorisation
· Contracts
· Service agreements
Context
Penetration testing
Model answer
Section 1 of the Computer Misuse Act 1990 states that it is illegal to access a computer system that you do not own or have permission to access. Therefore, to ensure that the penetration tester is protected, there should be a contract that authorises the penetration test before the work begins. 


Targeted content
4.2 Guidelines and codes of conduct
Question
A national chain of opticians is developing a new website.
Explain two Web Content Accessibility Guidelines that would improve access to the new website for its clients.
Indicative content
· Present content in different ways
· Make it easier for users to see and hear content
· Allow users to use inputs other than a keyboard
· Make text readable
Context
Opticians
Model answer
The company should present content in different ways. For example, if the website includes an image, it should provide a text alternative so that people who are blind or have reduced sight can use a screen reader with the website and have the image described to them.
The website could allow visitors to change the contrast or font size of the text to make it more readable. 


Targeted content
4.2 Guidelines and codes of conduct
Question
A graphic design company has implemented a new acceptable use policy (AUP) for its design team.
The AUP outlines specific guidelines for using design software and accessing online resources for inspiration. The policy includes restrictions on the use of copyrighted materials and the sharing of digital assets.
Explain two reasons why the AUP has specific restrictions on copyrighted materials.
Indicative content
· Intellectual property law compliance
· Protection of creative rights
· Prevention of legal penalties for the company and employees
· Upholding industry ethical standards
Context
Legal risk in graphic design
Model answer
The AUP specifies that use of copyrighted material is restricted. Given the nature of graphic design work, the likelihood of accidentally or intentionally using copyrighted material is higher than in other occupations. Including these restrictions in a policy highlights the importance of checking for copyright. Without explicit terms in the AUP, the company might be perceived as implicitly condoning the use of copyrighted material, which could harm its reputation and legal standing.




Targeted content
5.1 The business environment
Question
A small independent coffee shop is looking at payment system options. One option is an app-based card reader. The other option is a Point of Sale (POS) system.
Explain why an app-based system might be more suitable.
Indicative content
· Cost-effectiveness
· Ease of use
· Portability
· Hardware requirements
· Simplified integration
· Scalability
· Contract terms
Context
A small independent shop
Model answer
An app-based card reader is extremely easy to set up. The coffee shop owner may not have many technical skills but is likely to have familiarity with a mobile phone or tablet, which means they can start using it immediately. 
A coffee shop is unlikely to have a lot of spare money which it can easily access. Using the app-based card reader is cost-effective as the small business will not need to spend a lot of money to get it set up. This is because they will not have to go through a reseller, undergo a lot of training or purchase high-value equipment. 




Targeted content
5.1 The business environment
Question
An aircraft company has recently got a government contract to build military surveillance drones. It would like to share the plans with the Royal Air Force (RAF) for approval. 
Explain two reasons why the public cloud is not suitable for sharing these plans.
Indicative content
· Data breaches
· Location of cloud servers
· Unauthorised access
· Lack of control
· Shared services
Context
Security of military data
Model answer
The public cloud does not have the necessary security measures to protect sensitive documents from cyber threats and therefore carries the risk of potential data breaches and unauthorised access. There could be a significant impact on military operations if the plans fell into the wrong hands. 
A significant issue is lack of control over where the data are stored. Data in public cloud environments are stored in data centres located all over the world and the hosting company decides how the data are replicated to them. If the data are stored on non-UK servers, there is a higher risk that other nation states will be able to access them.



Targeted content
6.1 Data and information in organisations
Question
The NHS is planning a campaign to reduce the incidence of measles in school children in England. 
Explain how data analytics can be effectively used to support this campaign.
Indicative content
· Ease of access to data
· Existing data on disease prevalence and vaccine uptake
· Continuous monitoring of campaign
Context
Campaign to reduce measles
Model answer
By leveraging existing data on measles prevalence and vaccine uptake, the NHS can identify areas with low immunisation rates and target them more effectively. This approach not only ensures that resources are directed where they are most needed but also helps in understanding the underlying causes of low vaccine uptake.



Targeted content
6.1 Data and information in organisations
Question
A machine learning startup is developing facial recognition technology that will be used by police. The startup is planning to use AI-generated data to train its models. 
Explain two negative impacts associated with using AI for this purpose.
Indicative content
· Lack of real-world complexity
· Bias
· Overfitting
· Cost
· Validation issues
Context
Police using facial recognition applications
Model answer
Unlike actual data, synthetic data may not capture the diverse range of facial features, expressions and environmental conditions encountered in real-world scenarios. This could potentially lead to models that perform well in controlled tests but fail in practical applications. It may mean that other companies could produce more effective applications by using real-world training data.
If the assumptions or parameters used in generating synthetic data are biased, these biases will be mirrored in the trained model. In facial recognition technology, such biases can have serious ethical implications for underrepresented groups and may lead to miscarriages of justice.


Targeted content
6.4 Data management
Question
An international streaming service has heavy user traffic. It uses a data warehouse as part of its data management strategy.
Explain two reasons why a data warehouse is particularly suitable for this streaming company. 
Indicative content
· Consolidation of multiple data sources
· Structured data
· Streaming speed
· Performance management
· User experience
· Advanced analytics
· Complex queries
Context
Streaming company
Model answer
Because a data warehouse contains structured data, it can run complex queries – like suggesting content – very quickly. This makes the user experience frictionless.
A data warehouse provides an integrated view of data from multiple geographic locations, which is essential for understanding global user behaviour and making strategic decisions that affect its worldwide operations. This is particularly important for an international streaming service, which would serve different content depending on the locality. The company would need a consistent view of all the data to make business decisions. 




Targeted content
7.2 Networks
Question
A large firm of solicitors works in a single building. Its IT system comprises two servers and 350 PCs. All the equipment was purchased 10 years ago at the same time. The firm is considering a thin client solution when it replaces its servers. 
Explain two reasons why the solicitors should adopt a thin client solution.
Indicative content
· Centralised data management
· Reduced endpoint security management
· Streamlined updates and patch management
· Enhanced control over user access
Context
Solicitor’s office
Model answer
Thin clients centralise data storage and processing on servers, meaning sensitive client files will be stored in a specific location. This will simplify the security, as staff will only have one file location that needs to be protected.
Since the terminals do not store data locally and have minimal processing capabilities, the risk of malware infection at individual workstations is significantly lowered. This minimises the potential for security breaches that could compromise client files and simplifies management of the system.




Targeted content
7.5 Resilience of environment
Question
A multinational mining organisation operates in remote and dangerous locations. Connectivity is often limited and mobile phone networks can be unreliable. There are problems with communication during natural disasters. 
Explain two methods the organisation could use to improve the resilience of its digital environment.
Indicative content
· Satellite communications
· Redundant connectivity
· Ruggedised hardware
· Portable backup systems
· Solar-powered hot sites in remote locations
· Advanced device hardening
Context
Remote and dangerous locations
Model answer
Satellite links can ensure continuous data transmission, even during natural disasters, by connecting directly to the satellite.
Portable backup systems should be used to ensure reliable on-site data storage. The mobile or satellite networks are very low bandwidth, so they cannot send and receive communications traffic at the same time as backing up data. Therefore, a local solution for the backup is necessary.


Targeted content
8.1 Security risks
Question
A financial technology (FinTech) startup plans to use mobile payments. It recently expanded its services to include an open Application Programming Interfaces (API) platform for third-party developers. The service allows these developers to integrate their own applications with the startup’s payment system.
Explain technical threats that the startup might face due to the introduction of the new service.
Indicative content
· Insecure APIs
· Eavesdropping / man-in-the-middle attacks
· Malware
· Ransomware
· Social engineering attacks such as phishing
Context
New API in the financial sector
Model answer
One threat is insecure APIs. These can provide an easy entry point for hackers, leading to serious security breaches. The hackers identify the vulnerability using automated tools and then exploit it to gain access or create fraudulent transactions. A startup may be less likely to understand this threat and how to manage the risk.
Another threat is eavesdropping or man-in-the-middle attacks. As third-party programmes interface with the startup’s system, this data transfer may be intercepted and modified by attackers. This jeopardises the confidentiality of financial transactions. It also affects the integrity and credibility of the startup’s services, as the transaction records are no longer reliable. 

Targeted content
8.2 Threat mitigation
Question
A pharmaceutical company which develops high-value medicines is assessing its security protocols. It has received a quote for a fireproof door with keys.
Explain two disadvantages of the company relying on this solution.
Indicative content
· Logical:
· Basic passwords
· Open wireless networks
· Physical:
· Physical locks and keys
· Simple numeric keypads
· Generic Radio Frequency Identification (RFID) without encryption
· Unmonitored access points
Context
Pharmaceutical development
Model answer
Physical locks and keys would be an inappropriate security measure. This form of security cannot provide the necessary level of protection owing to its inability to track who accesses sensitive areas. 
Additionally, physical keys can be easily duplicated and lost, and they lack the capability to offer audit trails or real-time monitoring.


AO3 questions

AO3 Analyse and evaluate
Analyse and evaluate information and issues
· Using existing knowledge as part of a critical thinking process that involves systematically breaking down complex material into its constituent parts
· Understanding the relationships between these parts
· Evaluating their relevance and interconnections using information provided in a scenario.

Targeted content
1.2 Algorithms
2.4 Program structures
4.1 Legislation
Question
In a college, an employee from the IT department is tasked with developing a secure messaging application designed for the college’s communication needs. The application aims to facilitate interaction among learners, faculty and administrative staff while ensuring data privacy and security. 
Discuss why the common technical features found in secure messaging applications may not be suitable for use in a college environment.
Indicative content
· End-to-end encryption
· User authentication
· Privacy
· Data storage and retention
· Message self-destruction/expiry
· Legal compliance
· Server architecture
· Cross-platform compatibility
· Interface design
· Network security
· Accessibility
· Diversity
Issue
Balancing advanced security features with diverse environments, ages and technical proficiencies
Model answer
There are some technical design features that need to be considered. For example, it might not be practical to use advanced user authentication methods, such as biometric verification or two-factor authentication. 
Significant technical configuration and support would be needed to ensure the systems function correctly and that the access permissions are maintained securely. This could have a negative impact on the college, which must support the application, and also on the users, who may have to wait for issues to be resolved. 
These authentication methods could also introduce barriers for users who are not familiar with such technologies, or for those who do not have access to the required devices. This could have an impact on the college’s ability to roll out the new system to all users.
In addition to the technical issues, the college would need to balance the users’ rights to privacy against the legal requirement to protect the users from harm. One common way of dealing with such concerns is through training and policies that specifically address them. For example, the policy might say that nothing transmitted on the college systems can be considered private.
However, this is not a common characteristic of secure messaging systems, which are generally designed to provide end-to-end encryption so that eavesdropping cannot happen.
To get round this, the app might have to be designed so that a copy of the encryption key is stored to meet the college’s legal requirements. But again, this means that it would not follow a standardised secure messaging design. 
The college must therefore decide whether it really needs to follow the standard design of a secure messaging application or whether it wants to pick and choose the components and features that best meet its needs. 
It is essential for colleges to respect legal and regulatory requirements relating to safeguarding in education. So, while encryption protects messages from interception, it can complicate legal compliance, especially under laws like the Data Protection Act and GDPR, which mandate data accessibility and portability. The college must store encrypted data in a manner that ensures it remains accessible and decryptable in accordance with legal obligations.
Message self-destruction, though beneficial for privacy, raises significant concerns in an educational context. This feature might conflict with record-keeping requirements under educational and data protection laws. For instance, GDPR’s “right to be forgotten” must be balanced with the need to retain certain information for academic or legal purposes.
Additionally, because the college community is so diverse, the application will have to be designed to work on different devices and for different types of people. It should be usable for people with varied technical proficiencies and be accessible to people with a wide range of needs.
In conclusion, while end-to-end encryption and message self-destruction can significantly enhance privacy and security in a college messaging app, their implementation must be carefully balanced with legal and regulatory compliance, as well as user accessibility. A nuanced approach is required to ensure that the app serves its intended purpose without violating legal requirements or alienating its user base.


Targeted content
5.2 Digital value to business
Question
In the wake of a significant archaeological find, a rural area has experienced a surge in tourism, leading to increased foot traffic and revenue for local businesses. Among these is a charming, traditional-looking café, owned by an entrepreneur who is keen to capitalise on this opportunity. Until now, the café has operated with traditional methods, using a basic card payment system and a point of sale setup.
With the increase in customers and subsequent rise in profits, the café owner is now considering investing in innovative digital technologies to further enhance their business and differentiate the café from its competition.
Justify ways in which the café owner can add value to their business through the implementation of innovative digital technologies. 
[image: Image of a Cafe]
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Indicative content
· Augmented reality (AR) menus
· AR desktop gaming for children
· Personalised marketing
· Internet of Things inventory management
· Voice-activated ordering
· Digital loyalty programmes
· Blockchain for supply chain transparency
· App-controlled jukeboxes
Issue
How a small café business can improve profit using technology
Model answer
Introducing AR technology to create interactive menus could provide an engaging experience for customers. Patrons can use their smartphones to view 3D models of dishes, understand ingredients and even see recommended pairings. This technology would enhance the dining experience by appealing to those who prefer to use their devices. It would also assist customers in making informed choices, potentially increasing sales of higher-margin items and thus leading to increased profit. 
Using the same technology for AR desktop gaming for children could significantly enhance the dining experience for families. It could provide an engaging activity for children, potentially reducing the restlessness that often accompanies waiting for meals. By creating a more relaxed and enjoyable atmosphere for both the children and their parents, this could increase repeat visits from families. There could be a small charge to use this technology or it could be incorporated into a deal to increase profit. Customers could pay for songs on the jukebox via micropayments. This means they could increase the profit made from the jukebox and reduce the amount of cash held within the café and associated costs from managing the cash.
By using a range of different technologies, the café owner can maximise their profits while bringing a more contemporary dining experience to a traditional setting.



Targeted content
2.6 Debug code
Question
Debug this code, which performs a binary search. The algorithm contains errors.
1.  SET numbers TO [2, 4, 6, 8, 10, 12, 14]
2.  RECEIVE target FROM KEYBOARD
3.  SET low TO 1
4.  SET high TO SIZE OF numbers
5.  SET mid TO 0
6.  WHILE low <= high
7.      mid = (low + high) / 2
8.      IF numbers(mid) == target THEN
9.          PRINT "Target found at position " + (mid + 1)
10.         EXIT WHILE
11.     ELSE IF target < numbers(mid) THEN
12.         high = mid + 1
13.     ELSE
14.         low = mid - 1
15.     END IF
16. END WHILE
17. IF low > high THEN
18.     PRINT "Target not found in the list."
19. END IF
Indicative content
· Logical error: line 3: SET low TO 1
· Logical error: line 4: SET high TO SIZE OF numbers
· Logical error: line 12: high = mid + 1
· Logical error: line 14: low = mid – 1
· Syntactical error: line 7: mid = (low + high) / 2
Issue
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Identifying logical and syntactical errors in a known algorithm using pseudocode conventions
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Model answer
1.  SET numbers TO [2, 4, 6, 8, 10, 12, 14]   
2.  RECEIVE target FROM KEYBOARD               
3.  SET low TO 0                               // Set the starting index for the search
4.  SET high TO SIZE OF numbers - 1            // Set the last index rather than the size of the array
5.  SET mid TO 0                               
6.  WHILE low <= high                          
7.      SET mid TO (low + high) // 2           // Find the middle of the current search space (integer division)
8.      IF numbers[mid] == target THEN         
9.          PRINT "Target found at position " + (mid + 1)
10.         EXIT WHILE                         
11.     ELSE IF target < numbers[mid] THEN     
12.         SET high TO mid - 1                // Set the new high to one less than the middle
13.     ELSE                                   
14.         SET low TO mid + 1                 // Set the new low to one more than the middle
15.     END IF
16. END WHILE
17. IF low > high THEN                         
18.     PRINT "Target not found in the list."
19. END IF
	
	
	




	
	
	



Targeted content
3.1 Moral and ethical issues
3.2 Emerging trends and technologies
Question
In Saudi Arabia, a large-scale project named “The Line” is underway to develop a cutting-edge smart city. This will incorporate advanced digital technologies like Internet of Things, Artificial Intelligence (AI) and sustainable energy solutions. This smart city aims to be a global model of urban and technological innovation. It will attract international businesses, boosting the economy and enhancing the quality of life for residents.
The development of this smart city raises significant ethical considerations, especially in the realms of privacy, data security, environmental impact and social inclusion. The city will employ a vast network of sensors and AI systems to optimise energy use, traffic flow and public services. However, this also involves collecting vast amounts of data on residents’ activities, which raises privacy concerns. 
NEOM Tech & Digital Co. will oversee the consent management platform. In a recent article published by Reuters, its Chief Executive, Joseph Bradley, is quoted as saying: “Without trust, there is no data. Without data, there is no value.” 
Without giving further details, Bradley goes on to add: “This technology enables users to review and easily understand the intention behind the use of their personal data, while offering financial rewards for authorising the use of their data.”
The Line is being designed with AI at its core, with data used to manage power, water, waste, transport, healthcare and security, like many smart cities.
Data will also be collected from residents’ smartphones, their homes, facial recognition cameras and a host of other sensors, a data sweep that Bradley says will feed information back to the city and help it predict user needs.
But the country’s poor human rights record does not bode well for responsible data usage or the safeguarding of individual privacy, digital rights experts have said.
“The surveillance concerns are justified,” says Vincent Mosco, a researcher who studies the social impacts of technology. “It is, in effect, a surveillance city.”
Article retrieved on 22 January 2024 (FEATURE-Saudi ‘surveillance city’: Would you sell your data to The Line? | Reuters)
The project team must navigate complex cultural and ethical issues while ensuring the smart city’s technological aspects are innovative, secure and beneficial to all stakeholders. 

Discuss the ethical issues involved in developing a smart city in Saudi Arabia.
Indicative content
· Privacy concerns in data collection
· Data security in smart systems
· Environmental sustainability
· Social inclusivity and impact
· Balancing innovation and ethics
· Surveillance and civil liberties
· Cultural sensitivity
Issue 
Ethical considerations in the development of smart cities
Model answer
The smart city’s extensive data collection must respect personal privacy and comply with national data protection laws. Balancing technological innovation with privacy rights is crucial, especially in a governance system where personal data handling might be subject to distinct cultural and legal interpretations compared to Western models. For instance, data anonymisation techniques can be used to protect individual identities. Additionally, residents should be informed about data collection practices and given control over their personal data to ensure transparency and build trust.
Part of developing a new city are the ethical considerations around the impact on the environment. Environmental sustainability is a key aspect of the smart city’s development. The project should align with Saudi Arabia’s national policies on environmental conservation and sustainable development, ensuring that urban growth does not come at the expense of ecological well-being. This can be achieved by integrating green technologies such as solar panels, water reclamation and smart grids that optimise energy consumption. Implementing sustainable urban planning practices, like green spaces and eco-friendly public transport, would also help.
However, it is well known that such a large development cannot help but destroy the local environment, so it is important that the developers are honest about the impact. 
Ensuring an ethical approach to development also entails making provision for social inclusivity. This would involve designing the smart city with diverse needs in mind. It could include accessible public spaces and digital services for people with disabilities, affordable housing options, and community centres that foster social interaction. It is also essential for an inclusive urban environment to address the digital divide by providing equitable access to technology and digital literacy programmes.
AI’s role in governance and decision-making within the smart city must align with ethical standards. This involves ensuring that AI systems are transparent and fair, and do not perpetuate biases. AI applications should be attuned to the cultural and religious values prevalent in Saudi Arabia. For instance, AI-driven content moderation systems need to be sensitive to cultural norms and religious beliefs, ensuring that the content aligns with local values and practices.
There is a significant risk of AI systems perpetuating existing biases, especially in a society with distinct social structures. AI algorithms should be rigorously tested for bias – particularly in areas like job recruitment, law enforcement and social services – to ensure they do not reinforce existing societal inequalities. Collaborating with international AI ethics bodies can help Saudi Arabia’s smart city project balance global best practices with local requirements, which is essential if they want to attract international residents.
In conclusion, the successful implementation of The Line demands a broad approach that respects the unique cultural, religious and social fabric of Saudi Arabian society without alienating international visitors.



Targeted content
3.1 Moral and ethical Issues
4.1 Legislation
Question
MegaTech Global, a well-established software company, is in the process of hiring a Junior Programmer. The position is fully remote. 
These skills are listed in the job posting:
· coding 
· debugging 
· algorithm design
· software testing
· code optimisation
· version control.
For the final round of interviews, candidates are asked to travel to the company’s head office in London to give a presentation.
Discuss potential legal issues with this planned interview process.
Indicative content
· Equality Act principles
· Remote work requirements
· In-person presentation relevance
· Neurodiversity considerations
· Legal compliance
Issue 
Whether requiring in-person presentations for a remote programming job aligns with the Equality Act’s provisions.
Model answer
The company’s interview procedure must be aligned with the real job requirements. The requirement for an in-person presentation does not directly connect to the job’s primary tasks because the employment focuses on coding, debugging and other technical skills, and does not include presenting or public speaking activities. This misalignment may result in the elimination of eligible applicants who are skilled in the technical elements but struggle with presentations, particularly in a high-pressure, unfamiliar environment. 
MegaTech Global must ensure compliance with the Equality Act 2010, which requires the elimination of workplace discrimination. The Act prevents job candidates from being treated unfairly because of characteristics such as disability, which can include components of neurodiversity.
MegaTech Global may face legal consequences because of the requirement for an in-person presentation under the Equality Act 2010. If candidates believe that this condition is discriminatory, they may file a legal challenge. The firm must determine whether this component of the interview process is justifiable and required in order to assess a candidate’s ability to fulfil the key functions of the job. 
From an ethical standpoint, MegaTech Global should seek to build an inclusive hiring process that accommodates a variety of candidates, including those with diverse skills and preferences. The organisation may develop a more inclusive and varied workforce by emphasising skills and competences directly relevant to the job and providing equal assessment procedures. 
Finally, MegaTech Global must evaluate the benefit and necessity of using in-person presentations to recruit for a role based on remote technical work. It can ensure a fair, lawful and ethical recruitment process by aligning its hiring process with the principles of the Equality Act 2010 and considering the diversity of candidates’ talents and needs.


Targeted content
5.1 The business environment
8 Security
Question
TechPro, a growing chain of PC repair shops, is expanding its services to include mobile device repairs. A key step in this new venture is sourcing components like screens and batteries. TechPro must decide on suppliers for these components, considering several factors. The process is new to TechPro and it has limited experience in finding suppliers for mobile repair parts.
Discuss the considerations TechPro faces in selecting suppliers for mobile device repair components.
Indicative content
· Vetting new suppliers
· Supply chain poisoning
· Quality of components
· Supplier reliability
· Delivery timelines
· Strategic decision-making
Issue 
Lack of expertise in selecting suppliers for mobile device repair components to ensure quality, security and reliability
Model answer
TechPro’s primary challenge is the vetting process for new suppliers. Given its limited experience in the mobile repair market, TechPro needs to develop criteria for evaluating suppliers’ credibility, including their track record, customer reviews and industry certifications. This process will require TechPro to conduct thorough research, possibly consulting with industry experts or joining professional networks to gain insights into reliable suppliers.
Additionally, awareness of potential supply chain poisoning is crucial. TechPro needs to ensure that suppliers have stringent quality control measures to prevent the introduction of counterfeit or substandard components, which could severely damage both customer trust and TechPro’s reputation.
Ensuring high-quality components is paramount. TechPro should confirm that the parts meet industry standards for functionality and security. They might consider conducting their own quality tests on sample components or prefer suppliers who provide component warranties. This step is not just about device functionality; it is also about safeguarding against the risks associated with faulty or malicious components that could compromise user data.
With just-in-time (JIT) ordering, managing delivery timelines becomes a delicate balancing act. TechPro must establish clear delivery schedules to ensure a steady supply of components, minimising inventory costs and avoiding repair delays. This requires a supply chain that is both agile and dependable.
In conclusion, this process requires careful consideration of supplier reliability, component quality, supply chain integrity and strategic business alignment. Particular attention must be paid to avoiding supply chain poisoning, which poses significant risks to both the quality of the repair service and the security of customer data.


Targeted content
6.3 Data systems
Question
The owner of a private collection of out-of-print books has hired a team to digitise the collection and provide access to the UK public.
The team will create an online database system to manage this extensive collection of books, periodicals and multimedia resources. This system will also allow the public to search for, reserve and check out materials online.
Create a physical model of the online library database system.
Indicative content
· Type of database needed
· How data are stored and accessed
· Books Table: holds information about books (e.g. Title, Author, ISBN, Publication Year)
· Users Table: stores user information (e.g. Name, Email, User ID)
· Loans Table: tracks which books are loaned out, to whom and due dates (e.g. User ID, Book ID, Loan Date, Due Date)
· Other tables may be included
Issue 
Ensuring all relevant fields are documented in a physical model with enough detail to make it possible to create the physical database
Model answer
Books Table
	Field Name
	Data Type
	Constraints

	BookID
	INT
	Primary Key, Auto-Increment

	Title
	VARCHAR(255)
	Not Null

	Author
	VARCHAR(255)
	Not Null

	ISBN
	VARCHAR(13)
	Unique, Not Null

	PublicationYear
	YEAR
	 <= Current Year

	AvailableCopies
	INT
	Default 0

	ReservedCopies
	INT
	Default 0


 


Users Table
	Field Name
	Data Type
	Constraints

	UserID
	INT
	Primary Key, Auto-Increment

	Name
	VARCHAR(255)
	Not Null

	Email
	VARCHAR(255)
	Unique, Not Null

	Password
	VARCHAR(255)
	Not Null


 
Loans Table
	Field Name
	Data Type
	Constraints

	LoanID
	INT
	Primary Key, Auto-Increment

	UserID
	INT
	Foreign Key (References Users.UserID), Not Null

	BookID
	INT
	Foreign Key (References Books.BookID), Not Null

	LoanDate
	DATE
	Not Null

	DueDate
	DATE
	Not Null

	Returned
	BOOLEAN
	Default False

	Reserved
	BOOLEAN
	Default False









Targeted content
7.1 Physical environments
7.3 Virtual environments
Question
A mobile phone developer is in the process of developing the latest version of its operating system (OS), which is expected to be compatible with all previous mobile devices released in the past five years. To ensure compatibility and optimal performance across all these devices, the development team at this company is considering the use of virtualisation – specifically, mobile phone emulators.
Evaluate the use of virtualisation for this purpose.
Indicative content
· Emulator accuracy
· Hardware diversity
· Cost-effectiveness
· Development efficiency
· Performance testing limitations
· User experience consistency
· Resource allocation
Issue 
Balancing the accuracy and efficiency of virtualisation through emulators against the challenges posed by diverse hardware specifications in the device range
Model answer
Virtualisation through mobile phone emulators offers a high degree of accuracy in simulating different device environments. This is particularly beneficial for the company as it enables the testing of the new OS on various hardware configurations without the need for physical devices. Emulators can effectively replicate the functionalities and limitations of each model, ensuring that the OS is compatible across all targeted devices.
However, the diversity in hardware of devices released over five years poses a significant challenge. Older models may have limitations in processing power, memory and other features compared to newer models. Emulators can only partially replicate these physical characteristics, which might lead to problems in performance that only appear on actual devices.
The use of virtualisation is cost-effective. It eliminates the need to acquire multiple physical devices for testing, reducing the overall expenditure in the development process. For a company like this one, which needs to test its software on a wide range of devices, this can lead to substantial cost savings.
Virtualisation enhances development efficiency. Emulators allow simultaneous testing on multiple device environments, speeding up the debugging and development process. This means that the company can rapidly iterate and make improvements to the OS, ensuring a quicker time to market.
Ensuring a consistent user experience across all devices is crucial. Virtualisation helps in maintaining this consistency by allowing developers to test and tweak the OS in varied simulated environments. However, the nuanced differences in hardware performance and screen sizes can still result in a slightly varied user experience.
In conclusion, virtualisation through mobile phone emulators offers numerous advantages in terms of accuracy, cost and efficiency. Nevertheless, the company must also be aware of the limitations, particularly in hardware diversity and performance testing. Balancing these factors is key to ensuring the successful deployment of the new OS version across a wide range of devices.




Targeted content
7.1 Physical environments
Question
ABC Solicitors is a well-established law firm with a broad clientele which ranges from individuals to large corporations. The firm is known for its attention to detail and efficient handling of legal matters. As part of its operations, ABC Solicitors relies heavily on digital technologies to manage client data, case files and billing processes. 
Each member of staff bills their time per five minutes. At the end of the month, the client is billed (invoiced) for time spent on their file for that month. This prevents the client being billed for very small amounts frequently and reduces the administrative cost to the firm. 
There are five members of staff in the billing team who manually check each client file to see how many hours they should invoice the client for. It is common for errors to occur and for items to be missed.
Recently, the firm decided to streamline its monthly billing cycle to improve efficiency and accuracy. It implemented a new digital environment involving upgraded physical computer systems and a batch operating system. This system is designed to handle large volumes of billing data, processing invoices in batches during non-peak hours to minimise disruption to daily operations. The setup includes a combination of powerful servers for data processing and storage, as well as a range of peripherals to support data entry and document handling.
Evaluate the use of batch operating systems for ABC Solicitors. 
Indicative content
· Batch processing efficiency
· System reliability and robustness
· Data accuracy and error handling
· Impact on operational workflow
· Scalability for client data management
· Security and confidentiality concerns
· Compatibility with existing digital infrastructure
Issue
Evaluating the balance between operational efficiency and potential technological limitations of a batch operating system in the context of a solicitor's office monthly billing cycle
Model answer
The batch operating system significantly improves efficiency by processing large volumes of invoices simultaneously. This reduces manual workload and speeds up the billing cycle. However, this efficiency comes at the cost of flexibility. Batch processing operates on a fixed schedule, which might not accommodate urgent or last-minute billing adjustments, potentially leading to operational rigidity.
While batch processing reduces human errors in data entry, it also poses a challenge to error detection and correction. Errors in batch systems often go unnoticed until after processing, making rectification time-consuming. Moreover, a single error can affect an entire batch, leading to widespread inaccuracies that are costly to correct.
A batch operating system ensures consistent performance and this is crucial in the legal sector, where reliability is key. However, the system’s maintenance can be complex. It may require specialised technical support and could be vulnerable to downtimes during updates or maintenance, impacting the billing cycle.
The centralised nature of batch processing enhances data security, as it limits the number of access points, but centralisation also means that a security breach could have more significant consequences, potentially compromising a large volume of sensitive client data at once.
The system’s ability to handle large data volumes is a strong advantage, especially for a growing firm. But scalability has limits. As the firm expands, the system may struggle to process increased data loads efficiently, necessitating further investment in more robust systems or regular upgrades.
In conclusion, while the batch operating system introduces efficiencies in handling monthly billing cycles at ABC Solicitors, it also presents challenges such as rigidity, error handling complexities and potential security risks. The firm must weigh these factors carefully, ensuring that the system’s benefits outweigh its drawbacks and that it remains aligned with the organisations operational needs and growth plans.


Targeted content
8.1 Security risks
8.2 Threat mitigation
Question
An individual has recently set up their own financial services company after working for a large bank, where they had performed the same function for the past 10 years. They have employed three other financial advisors. When setting up their business, they obtained insurance. As part of this, they had to undertake a security risk assessment and provide that to the insurance company. 
As a result of the risk assessment, they contracted an IT company to mitigate the identified risks. The company put in the following threat mitigations:
· antivirus
· device hardening
· multi-factor authentication (MFA).
Since the company performed those tasks, the owner has installed a new customer relationship management (CRM) system. To save money, there is a single user licence. 
The owner came in one day and discovered there were no data in the CRM.
Discuss the effectiveness of the threat mitigation that was applied in this scenario.
Indicative content
· Staff checks
· Rogue employees
· Risk assessment validity
· Processes
· Policies
· Availability
· Backup
· Testing
· Updates
· External vs. internal support
Issue
Effectiveness of threat mitigation
Model answer
The deployment of antivirus software is a fundamental step in protecting against malware and other malicious software. However, its effectiveness is limited to known threats and may not provide adequate protection against newer or sophisticated attacks. In the context of the CRM data loss, the antivirus might not have been effective if the data loss was due to reasons other than a virus, such as internal misuse or system error.
While device hardening is an effective measure against external hacking attempts, its impact is less significant in mitigating risks posed by internal rogue employees. These employees might already have authorised access to the devices, allowing them to exploit any system vulnerabilities or misuse the data despite the hardening measures.
Implementing MFA is an effective strategy to mitigate risks related to unauthorised access. It adds an additional layer of security beyond just passwords. However, its effectiveness in this scenario seems limited, as the issue appears to stem not from external unauthorised access but rather from internal management or system flaws.
The mitigation measures were based on a single initial risk assessment. However, with the introduction of the new CRM system, this assessment has become outdated, not accounting for new risks introduced. It is important to continuously evaluate new risks. 
The scenario indicates a gap in internal policies, particularly regarding the management of the CRM system. The use of a single user licence and lack of clear policies around its use could negate the effectiveness of the implemented technical measures.
The loss of data in the CRM system suggests either a lack of effective backup systems or failure to implement them properly. This is a critical shortfall, as regular backups are essential for data recovery in the event of loss.
In conclusion, while the company took steps to mitigate some external threats, the effectiveness of these measures is significantly reduced when considering the potential of internal rogue employees. The lack of ongoing staff monitoring, robust internal policies and effective backup strategies highlights the need for a more rounded approach to threat mitigation.




Section 2: Suggested development activities


Activities should be attempted where additional developmental needs are identified following the learner’s attempt at one of the formative questions from Section 1: Formative assessment questions.
There are three parts to the activity selection process:
· the Activity carousel (presented as a separate document)
· the Activity feedback form
· the activities.
Five different categories of activities may be selected from the Activity carousel:
· Communication (including SPaG)
· Misconceptions
· Knowledge (AO1)
· Application and problem solving (AO2)
· Critical analysis and reasoning (AO3)
How to use the suggested development activities
Activities can be selected in multiple ways.
Method 1:
The teacher and learner review the Activity carousel together, using the question that was attempted, to identify an appropriate developmental activity.
The teacher marks the activity on the Activity feedback form.
The learner attempts the activity with further guidance as needed.
Method 2:
The teacher reviews the Activity carousel, using the question that was attempted, to identify an appropriate developmental activity.
The teacher marks the activity on the Activity feedback form.
The learner attempts the activity with further guidance as needed.
Method 3:
The learner reviews the Activity carousel, using the question that was attempted, to identify an appropriate developmental activity.
The learner marks the activity on the Activity feedback form.
The learner attempts the activity with further guidance as needed.


Activity feedback form
Student name: 
Question attempted:
Date: 
	Area for Development
	Level
	Activity

	Communication (including SPaG)
	Working towards: ☐  
At expected: ☐
	1: ☐ 2: ☐ 3: ☐ 4: ☐ 5: ☐ 
6: ☐ 7: ☐ 8: ☐ 9: ☐ 10: ☐

	Misconceptions
	Working towards: ☐  
At expected: ☐
	1: ☐ 2: ☐ 3: ☐ 4: ☐ 5: ☐ 
6: ☐ 7: ☐ 8: ☐ 9: ☐ 10: ☐

	Knowledge
	Working towards: ☐  
At expected: ☐
	1: ☐ 2: ☐ 3: ☐ 4: ☐ 5: ☐ 
6: ☐ 7: ☐ 8: ☐ 9: ☐ 10: ☐

	Application and problem solving
	Working towards: ☐  
At expected: ☐
	1: ☐ 2: ☐ 3: ☐ 4: ☐ 5: ☐ 
6: ☐ 7: ☐ 8: ☐ 9: ☐ 10: ☐

	Critical analysis and reasoning
	Working towards: ☐  
At expected: ☐
	1: ☐ 2: ☐ 3: ☐ 4: ☐ 5: ☐ 
6: ☐ 7: ☐ 8: ☐ 9: ☐ 10: ☐





Activity feedback form
Student name: 
Question attempted:
Date: 
	Area for Development
	Level
	Activity

	Communication (including SPaG)
	Working towards: ☐  
At expected: ☐
	1: ☐ 2: ☐ 3: ☐ 4: ☐ 5: ☐ 
6: ☐ 7: ☐ 8: ☐ 9: ☐ 10: ☐

	Misconceptions
	Working towards: ☐  
At expected: ☐
	1: ☐ 2: ☐ 3: ☐ 4: ☐ 5: ☐ 
6: ☐ 7: ☐ 8: ☐ 9: ☐ 10: ☐

	Knowledge
	Working towards: ☐  
At expected: ☐
	1: ☐ 2: ☐ 3: ☐ 4: ☐ 5: ☐ 
6: ☐ 7: ☐ 8: ☐ 9: ☐ 10: ☐

	Application and problem solving
	Working towards: ☐  
At expected: ☐
	1: ☐ 2: ☐ 3: ☐ 4: ☐ 5: ☐ 
6: ☐ 7: ☐ 8: ☐ 9: ☐ 10: ☐

	Critical analysis and reasoning
	Working towards: ☐  
At expected: ☐
	1: ☐ 2: ☐ 3: ☐ 4: ☐ 5: ☐ 
6: ☐ 7: ☐ 8: ☐ 9: ☐ 10: ☐






Communications activities
(Activities marked with a star (*) are expanded below.)
Working towards
Activity 1 *: Rewriting to improve clarity
Rewrite answers to improve the clarity of the response.
Activity 2 *: Word limit challenge
Extract and summarise content without exceeding a word limit.
Activity 3: FAQ creation
Develop a list of frequently asked questions (FAQs) (and answers) on a technical topic to practice anticipating and addressing user queries.
Activity 4: Error documentation
Document common errors encountered in software development and their solutions to improve problem-solving communication.
Activity 5: Flowchart creation
Design flowcharts to outline processes or algorithms and then write explanations for each step.
Working at expected
Activity 1: Abstract writing 
Summarise research papers or technical projects in abstracts to condense complex information.
Activity 2: Technical blogging
Write blog posts on technical topics, explaining concepts in an accessible manner to a non-specialist audience.
Activity 3: Data interpretation 
Write explanations of data sets or visualisations, focusing on the significance of the data and insights derived.
Activity 4: Case study analysis
Analyse technical case studies and summarise the approach, solution and outcomes to understand real-world application.
Activity 5: Tutorial development
Create tutorials for programming concepts or tools, focusing on step-by-step instructions and clarity.


Communications activity 1
Rewriting to improve clarity
Purpose: This activity supports learners in rewriting an answer to improve the clarity of the response.
Teacher instruction: Provide the learner with the activity in the box below. Ask them to rewrite the paragraph to include the relevant information but improve the clarity and precision of the answer.
	Activity 
1. Read the paragraph below.
2. Identify and highlight the key elements. 
3. Rewrite the answer to be concise and precise.  
Explain the importance of confidentiality in the Confidentiality, Integrity and Availability (CIA) Triad.
Keeping thing confidential is particularly important, really, really important because secrets are secret. Companies have lots of secrets, and they don’t want everyone to know them. Like when I have a secret, I don’t want my friends to tell everyone. Companies and people in them have secrets and they need to keep them away from other people. If someone finds the secrets then it’s not good because everyone will know, and that’s bad. This is especially true for stuff that’s really, really important and personal or about customers because it just really needs to stay hidden, or they will lose reputation and business.


Show the learner the model answer below. If the learner needs to apply this activity to a different question, select a different model answer. Ask the learner to compare their answer with the model answer and highlight the key differences.
Model answer
Maintaining confidentiality is essential for organisations to protect sensitive information from becoming public. Inadvertent disclosure of such information, particularly regarding personal or client-related details, can negatively affect an organisation’s reputation and business operations.
If there are significant differences between the model answer and the learner’s answer, discuss these differences with them, asking them to explain why they decided not to include certain content or included some content that was not in the model answer. Then ask them to go back to their original answer and redraft it.


Further development
Learners should redraft a previous answer from a different question using this technique. Show them the model answer. Ask them to compare their answer to the model answer. What are the key differences? 
If there are significant differences between the model answer and the learner’s answer, discuss these differences with them, asking them to explain why they decided not to include certain content or included some content that was not in the model answer.

Communications activity 2
Word limit challenge 
Purpose: This activity supports learners in giving clear summaries within a word count.  
Teacher instruction: Provide the learner with the activity in the box below. Ask them to summarise the three key points in fewer than 20 words.
	Activity 
Summarise the three key points from this article in fewer than 20 words. 
The General Data Protection Regulation (GDPR) significantly emphasises the need for obtaining explicit consent for data processing. This regulation mandates that organisations must secure clear and unambiguous permission from individuals before collecting or using their personal data, ensuring that data subjects are fully aware and agreeable to how their information is handled. 
Additionally, GDPR introduces the “right to be forgotten”, a critical aspect that empowers individuals with the authority to request the deletion of their personal data from an organisation’s records, thereby granting greater control over their digital footprint. 
The regulation is stringent in enforcing compliance, as evidenced by the imposition of substantial fines for organisations that fail to adhere to these standards. These fines serve as a strong deterrent against non-compliance and underscore the seriousness with which data protection is regarded under GDPR, thereby compelling organisations to rigorously implement adequate data protection measures.


Show the learner the model answer below. Ask them to compare their answer with the model answer. What are the key differences?
Model answer
GDPR requires explicit data processing consent, enforces the right to be forgotten and imposes heavy fines for non-compliance.
Discuss any significant differences between the model answer and the learner’s answer. Ask the learner to explain why they did or did not include certain content from the model answer. Then ask them to redraft their original answer. 
Further development
Learners find an article on the same topic as the question and summarise the key points, keeping to an appropriate word limit. 

Misconceptions activities
(Activities marked with a star (*) are expanded below.)
Working towards
Activity 1 *: Myth vs. fact pair activity 
Correct misconceptions and then create quiz questions to test peers.
Activity 2 *: Concept comparison table
Improve skills in identifying misconceptions by comparing them with the correct answer.
Activity 3: Flash correction cards
On one side of a flashcard, write a common misconception or a frequently misunderstood concept. On the other side, write the correct explanation or answer.
Activity 4: One-minute papers
After studying a topic, take one minute to write down the most confusing point or a common misconception about the topic. Then work on clarifying it.
Activity 5: Concept comparison tables
Draw a quick table comparing two concepts that are often confused, highlighting key differences and common misconceptions.
Working at expected
Activity 1: Misconception mapping 
Create a quick mind map that identifies a misconception and then branches out into facts that correct and explain the misconception.
Activity 2: Critical question lists 
Write a list of critical questions related to a topic that could reveal misunderstandings. Then answer them as succinctly as possible, focusing on correcting misconceptions.
Activity 3: Short explainer videos 
Watch a short explainer video on a topic you are studying. Then write down any misconceptions it has clarified.
Activity 4: Quick fact checks
Researching a fact or concept that has created confusion, focusing on reputable sources to clarify any misconceptions.
Activity 5: Misconception debate prep 
Prepare arguments against common misconceptions as if for a debate, focusing on concise, persuasive corrections.

Misconception activity 1
Myth vs. fact pair activity
Purpose: This activity is for learners to address specific misconceptions they demonstrated in their answers.  
Teacher instruction: Highlight the misconception to the learner. Then provide the learner with the activity in the box below.
	Activity
1. Using the misconception that was highlighted in your answer, research that topic by referring to your notes, textbook or teacher-provided resources to find the correct answer. 
2. Correct the misconception by writing a short sentence explaining how the misconception occurred and what the correct answer is.
3. Create a quiz question based on the misconception, as per the example below.
4. Write further quiz questions for additional misconceptions.
5. Provide your quiz to a peer for review.



	Example quiz question
“All hackers are criminals.” Myth or fact? 
Correct answer: Myth
Explanation
Some hackers are ethical professionals who are working to improve security.


Further development
Learners revisit previous answers where accuracy issues have been identified.  
They review their notes on the topic to identify the corrected content and rewrite the answer using their notes.
To assist them in the future, learners create a flashcard for each misconception error that has been identified.


Misconception activity 2
Concept comparison table
Purpose: This activity supports learners in comparing misconceptions with the correct information.
Teacher instruction: Have each learner select a topic or assign them one yourself, focusing on areas where misconceptions are common or have been demonstrated by the learner. Then provide the learner with the activity in the box below.
	Activity

1. Select a topic that relates to a question you answered incorrectly.
2. Review the example misconception and model correction below.
	Misconception
	Correct information

	User experience (UX) design is solely about making a website look attractive.
	User experience (UX) design is primarily concerned with the usability and functionality of a product, ensuring it meets the needs and expectations of the user. While aesthetics is a component, the main focus is on improving the user’s interaction with the product.


3. Refer to your notes, textbook or teacher-provided resources to find other misconceptions.
4. Open a word processor or use pen and paper to create a table with two columns: “Misconceptions” on the left and “Correct information” on the right.
5. In the “Misconceptions” column, list the incorrect beliefs about your topic. Then complete the corresponding row of the “Correct information” column.
6. Ensure each misconception is clearly countered with correct information based on your research findings.


Review the learner’s table and identify any additional misconceptions.
Further development
Learners review other incorrect answers to address any misconceptions.  
Learners review their notes on the topic to identify the corrected content and rewrite the answer using their notes.
To assist them in the future, learners create a flashcard for each misconception that has been identified.

Accuracy activities
(Activities marked with a star (*) are expanded below.)
Working towards
Activity 1 *: Error analysis 
After practice exams, thoroughly review incorrect answers to understand mistakes and avoid them in the future.
Activity 2 *: Mind map
Use a mind map to relate the indicative content to the scenario. 
Activity 3: Self-quizzing
Use flashcards or quiz apps to self-test on key facts and concepts, focusing on getting the details correct every time.
Activity 4: Precision teaching sessions 
Focus on learning sessions where the goal is to understand and memorise precise information relevant to exam questions.
Activity 5: Question dissection
Practise identifying and underlining key terms in questions that indicate what the answer should focus on, such as “compare”, “contrast”, “describe”, etc.
Working at expected
Activity 1: Peer review of mock answers
Exchange answers with peers for review and feedback on accuracy and completeness of responses.
Activity 2: Focused reading 
When studying, practise reading for detail to improve identification and recall of specific information that could be tested.
Activity 3: Practice with distractors 
Work on identifying distractors in multiple-choice questions and using them in reasoning to improve accuracy in selections.
Activity 4: Analogy use for complex concepts
Create analogies for complex concepts to aid understanding and accurate recall under exam conditions.
Activity 5: Reflective learning journals
Keep a journal of study sessions, noting what was learnt accurately and areas of confusion for further review.



Accuracy activity 1
Error analysis
Purpose: This activity supports learners in ensuring they are using technical terms correctly. By breaking down an argument into its components, they learn to critically evaluate the strength and validity of each part.
Teacher instruction: Provide the learner with the activity in the box below and a copy of the model answer.
	Activity
Write a list of the technical terms or ideas you used in your answer.
Referring to your notes, textbook or teacher-provided resources, find the definition of the terms or ideas you used to support your argument or analysis. Note the definition next to each term.
Look at the question again to determine which term(s) or idea(s) was/were incorrect.
When you find the incorrect term or idea, rewrite the answer to improve it.


Ask the learner to compare their original answer to the model answer and explain where they went wrong. 
If errors remain, ask the learner to repeat the process but to ask a peer to review their definitions before they rewrite the answer. 
	Activity

1. Review your answer against the model answer and/or ask your teacher to check.




Teacher instruction: Ask the learner to explain where they went wrong in the original answer. 
If errors remain ask them to redo the process but to ask a peer to review their definitions before rewriting the answer.
Further development
Learners review other answers to identify areas which need to be improved and undertake the same activity.

Accuracy activity 2
Mind map
Purpose: This activity supports learners in using a mind map to relate the context to the indicative content. It helps identify areas where the learner is secure in their knowledge and areas that need further development. 
Teacher instruction: Identify the indicative content for the question the learner received feedback on. Provide them with the activity in the box below and the Example mind map on the next page.
	Activity
1. Review the Example mind map for the computer repair shop question.
2. Review the question you received feedback on. 
3. Write the context in the centre of your page. 
4. Review the indicative content related to the question.
5. Draw branches from the question to each key topic in the indicative content.
6. On each branch, note how the topic relates to the question.
7. Add smaller branches with specific details, facts or concepts.
8. Use lines or arrows to show connections between related topics.
9. Use the mind map to understand how each piece of content informs the answer to the question.
10. Rewrite the answer using insights gained from the mind map.



Provide each learner with a copy of the model answer to the question they used for this activity. Ask the learner to compare their answer with the model answer and explain the key differences. 
Further development
Learners review other answers to identify areas which need to be improved and undertake the same activity.


Example mind map (partial) – computer repair shop question 

[image: ]





Application and problem-solving activities
(Activities marked with a star (*) are expanded below.)
Working towards
Activity 1 *: Researching the context
Research the context of a question answered incorrectly to improve understanding of that sector.
Activity 2 *: Quick case study
Analyse a mini case study relevant to the subject area, focusing on identifying the problem, applying theoretical knowledge and suggesting a solution using a checklist.
Activity 3 *: Problem-solving matrix
Quickly enhance problem-solving and analytical skills by applying a structured approach to dissect and address complex questions.
Activity 4: Pros and cons analysis
For a given solution to a problem scenario, quickly list the pros and cons, considering different aspects like feasibility, ethical implications and impact.
Activity 5: Flash brainstorming
Spend five minutes brainstorming all possible solutions to a problem scenario. Then spend ten minutes evaluating these solutions, drawing on theoretical knowledge.
Working at expected
Activity 1: Solution reversal challenge
Write about how reversing a common solution to a problem (doing the opposite of what is typically done) could potentially solve a scenario, exploring the theoretical basis for this approach.
Activity 2: Solution scaling
Describe how a solution to a small-scale problem scenario could be scaled up to address a larger issue, considering challenges and necessary adjustments.
Activity 3: Concept mapping for scenarios
Create a concept map that connects theoretical knowledge to specific elements of a problem scenario, showing how one informs the solution to the other.
Activity 4: Theory integration
Write a short paragraph integrating multiple theoretical concepts to address a complex problem presented in a scenario.
Activity 5: Role-play writing
Write a script for a short role-play in which a professional solves a problem relevant to the field of study, applying specific knowledge to the scenario.


Application and problem solving (AO2) activity 1
Researching the context
Purpose: This activity provides learners with an opportunity to research a context in more depth. Learners research the context of a question they answered incorrectly to improve their understanding of the sector featured in the scenario.
Teacher instruction: Provide the learner with the activity in the box below.
	Activity
1. Note the scenario of the question you received feedback on.
2. List the key aspects of the relevant sector that were applied incorrectly or not applied (e.g. hardware, software, regulations, ethics, data, security, customers).
3. Research that aspect by finding five key facts that you could have used to support your answer to the question.
4. Rewrite your question using your improved contextual awareness.


Show the learner the model answer to the question. Ask them to compare their answer with the model answer. What are the key differences?
If the answer can be further improved, ask the learner to repeat the exercise or select an alternative activity to further improve their work. 
Further development
Learners review other answers to identify areas which need to be improved and undertake the same activity.
Learners share their findings about that sector with the class. 


Application and problem solving (AO2) activity 2
Quick case study
Purpose: This activity supports learners in creating a checklist to ensure they have addressed each component of a question successfully. This includes identifying the command verb and other key terms in the question. 
Teacher instruction: Provide the learner with the activity in the box below.
	Activity
Question
A multinational mining organisation operates in remote and dangerous locations. Connectivity is often limited, and mobile phone networks can be unreliable. There are problems with communication during natural disasters. 
Explain two methods the organisation could use to improve the resilience of its digital environment.
1. You will create a checklist to avoid missing any key points in a question.
2. Identify the command verb in the question (e.g. “explain”, “compare”, “evaluate”) and define it. Write it at the top of your sheet as the first item in your checklist.
3. Highlight each of the other key terms in the question. Write each key term on a separate line as a new item in your checklist (e.g. ethical, impact).
4. Write a new heading, “Final check.”
5. Underneath this heading add in two more checklist items, “I have addressed each of these key terms” and, “I have used the command verb correctly”. 
6. Review the question again and start to construct your answer.
7. Tick off each item in your checklist when you have addressed it.
8. If you do not need to include every item to meet the requirements of the question, put a cross in the checkbox for that key term.
9. Work through the answer to arrive at your conclusion.
10. When you have checked off every item except the final check go back and review your answer.
11. Make any changes and ensure you have used the command verb correctly. 
12. Tick off the final two checkboxes.



Show the learner the Model checklist on the next page. Ask them to compare their checklist with the example. What are the key differences?
Ask the learner to consider how they might speed up this technique for use in an exam. (For example, they might practise the technique regularly, memorise key elements of the checklist or use a mental checklist.)


Further development
Learners review other answers to identify areas which need to be improved and undertake the same activity.
Learners review real exam questions from past papers using the same activity. 

	Model checklist

Question
A multinational mining organisation operates in remote and dangerous locations. Connectivity is often limited, and mobile phone networks can be unreliable. There are problems with communication during natural disasters. 

Explain two methods the organisation could use to improve the resilience of its digital environment.

Checklist
· Explain
· Multinational
· Mining organisation
· Remote
· Dangerous
· Limited connectivity
· Unreliable mobile phone networks
· Natural disasters
· Two methods to improve resilience

Final check
· I have addressed each of these key terms
· I have used the command verb correctly







Application and problem solving (AO2) activity 3
Problem-solving matrix
[bookmark: _Hlk159677340]Purpose: This activity supports learners in using a problem-solving matrix to deconstruct a problem. This enhances problem-solving and analytical skills through applying a structured approach to dissect and address complex questions.
Teacher instruction: Provide the learner with the activity in the box below.
	Activity
Using the scenario in the question received feedback on, complete the problem-solving matrix. Use class notes or other resources to help you.

	Element
	Details

	Context
	

	Causes/concerns
	

	Impacts
	

	Stakeholders
	

	Costs, etc.
	

	Legal considerations
	

	Ethical considerations
	

	Solutions/actions
	


Identify which elements would allow you to successfully answer the question. The question may not require all elements.


Show the learner the Example problem-solving matrix on the next page. Ask them to improve their matrix so that it reflects the depth and quality of the example. Then ask them to rewrite their answer using their amended matrix.
Further development
Learners review other answers to identify areas which need to be improved and undertake the same activity.
Learners review real exam questions from past papers using the same activity. 
Learners create a context knowledge organiser using the information from this activity.

Example problem-solving matrix – NHS measles reduction campaign
	Element
	Details

	Context
	· Campaign to reduce measles

	Causes/concerns
	· Identifying areas with low immunisation rates – utilise GIS and demographic data to pinpoint regions with low vaccination rates
· Analyse historical health records to identify trends in measles outbreaks
· Use real-time data to track vaccination rates before, during and after the campaign

	Impacts
	· Direct resources (e.g. mobile vaccination units) to areas identified as high-risk
· Develop strategies based on insights into the causes of low vaccine uptake, such as misinformation or access issues
· Adjust campaign tactics in response to real-time data on vaccine uptake and measles incidence

	Stakeholders
	· NHS campaign planners
· Schoolchildren and their families
· Educational institutions
· Healthcare providers

	Costs, etc.
	· Budget for accessing databases, GIS data and maintaining secure data storage
· Reduce costs by using existing data
· Allocate funds for advanced analytics software and skilled data scientists
· Consider the costs of adapting campaign strategies based on analytics, including reallocating resources and launching targeted interventions

	Legal considerations
	· Data protection regulations (e.g. GDPR) regarding the use of health data
· Consent requirements for accessing and using personal health information

	Ethical considerations
	· Privacy and confidentiality of health data
· Ethical use of data for public health benefits without discrimination
· Openness about how data is used in the campaign to foster public trust

	Solutions/actions
	· Implement data access protocols compliant with legal standards
· Use analytics to map out measles prevalence and vaccination rates
· Develop education programmes based on analytics to address specific misconceptions or fears about vaccines
· Continuously monitor and report on campaign progress, adjusting strategies based on real-time data


Teacher instruction: Ask the learner to rewrite their answer to meet the question objective.
	Activity

1. Amend your problem-solving matrix to improve it.
2. Rewrite response to question using your amended problem-solving matrix.


Further Development
Learners review other answers to identify areas which need to be improved. They undertake the same activity.
Learners review real exam questions from past papers using the same activity. 
Learners create a context knowledge organiser using the information from this activity.
Critical analysis and reasoning activities
(Activities marked with a star (*) are expanded below.)
Working towards
Activity 1 *: Rank and justify
Evaluate a list of options or solutions to a problem and rank them in order of effectiveness using criteria such as feasibility, impact and resource requirements.
Activity 2 *: SWOT analysis
Identify the strengths, weaknesses, opportunities and threats related to a particular situation or organisation to inform strategic planning and decision-making.
Activity 3 *: Root cause analysis
Conduct a root cause analysis for a problem scenario, identifying underlying issues rather than just surface-level symptoms.
Activity 4 *: Outcome prediction
Based on a set of premises, predict the outcome and critically assess the likelihood of this prediction being accurate.
Activity 5 *: Cause-and-effect fishbone diagram
Create a fishbone diagram to visually map out the various causes of a specific effect, helping to identify root causes and potential solutions.
Activity 6 *: Decision tree
Create a decision tree to outline possible choices and their outcomes, including chances of success, to assist in evaluating the implications of each choice.


Working at expected
Activity 1: Critical reading practice
Practice active, critical reading by annotating a text with questions, comments and reflections.
Activity 2: Precedent analysis
Examine how a past event or decision could inform the understanding or resolution of a current issue, critically assessing the similarities and differences between them.
Activity 3: Bias recognition
Identify author bias in an argument or article and discuss how these biases could affect the argument’s validity.
Activity 4: Comparative analysis
Compare two differing viewpoints on a subject, focusing on the strengths and weaknesses of each stance.
Activity 5: Logical fallacies spotting
Practise identifying common logical fallacies in short texts or arguments.

Critical analysis and reasoning (AO3) activity 1
Rank and justify
Purpose: This activity is for learners who have correctly identified elements of a problem but have drawn an incorrect or limited conclusion when discussing the issue. Learners create a list of elements from their answer to one of the questions. They rank these in order of importance and justify their choices. This activity promotes critical thinking by requiring justification of decisions and thus encouraging deeper analysis and evaluation.
Teacher instruction: Provide the learner with the activity in the box below.
	Activity
1. Create a list of elements/arguments that you used in your answer.
2. Rank these elements/arguments in order of their importance to the problem, with your most impactful element first.
3. For each element/argument, write a brief justification for its ranking, linking it to the scenario. 
4. Focus on the rationale for your decisions, engaging in deeper analysis and evaluation of each element/argument.
5. Submit your ranked list along with justifications for each choice.



Review and discuss the learner’s selection and ranking of elements. If there are additional issues, consider using a separate activity to address these; otherwise, ask the learner to rewrite their conclusion based on their improved understanding.
Further development
Learners review other answers to identify areas which need to be improved and undertake the same activity.
Learners who have completed this activity three or more times should compare their ranked lists to identify elements/arguments which apply to more than one context. They then create a flashcard for each element/argument to show the contexts to which they apply. 


Critical analysis and reasoning (AO3) activity 2
SWOT analysis
Purpose: This activity supports learners in differentiating between internal and external advantages and disadvantages. Learners complete a strengths, weaknesses, opportunities and threats (SWOT) analysis of the scenario. They then revisit and rewrite their original answer to the question.
Teacher instruction: Ensure learners understand how to undertake a SWOT analysis prior to attempting this activity. Provide the learner with the activity in the box below. Have them focus on the scenario in the Mobile phone virtualisation question or another scenario of your choice.
	Activity
1. Review the Mobile phone virtualisation scenario or the scenario provided by your teacher. Conduct a SWOT analysis, using your class notes or other high-quality resources to help you identify strengths, weaknesses, opportunities and threats related to the question.
2. Use the insights from your SWOT analysis to reassess your initial answer. Consider which elements you had overlooked or misunderstood.
3. Compare the Example SWOT analysis with your SWOT analysis. Improve your SWOT analysis so that it provides a similar level of detail as the example. 
4. Rewrite your answer to the question, integrating your SWOT analysis findings to provide a comprehensive and informed response.
5. Ensure your revised answer reflects a deeper understanding of the scenario, showing how the SWOT analysis has influenced your thought process.


Ask the learner to compare their SWOT analysis with the Example SWOT analysis on the next page. Then review the SWOT analysis and revised answer with the learner. Identify areas of good practice and areas for improvement.
Further development:
Select a different question and perform a SWOT analysis using this activity.
Take either the positive elements (strengths and opportunities) or negative elements (weaknesses and threats) of the SWOT analysis and write a persuasive letter to the company owners, either encouraging them to use virtualisation in their development process or discouraging them from doing so. Alternatively, select a different question for the persuasive letter. 


Example SWOT analysis – batch processing question
	Strengths:
· Automates invoicing, reducing manual input and associated errors.
· Processes high volumes of billing data efficiently.
· Improves staff productivity by allowing focus on non-automated tasks.
· Consistent processing schedule enhances predictability in operations.
· Reduces administrative costs by aggregating billing activities.
· Frees up staff time, potentially improving client service quality.
· Lowers the risk of billing omissions through systematic checks.
· Enhances data organisation and retrieval for audit trails.
· Streamlines end-of-month financial reconciliation.
· Provides a scalable solution for current data volumes.
Weaknesses:
· Inflexible to changes outside the scheduled batch processing times.
· Errors in batch input can propagate widely before detection.
· Complex error rectification process can delay billing cycles.
· System updates or maintenance can lead to operational downtimes.
· Requires specialised IT support for maintenance and troubleshooting.
· Fixed processing capacity may require future investment as data grows.
· Limited immediate responsiveness to time-sensitive billing adjustments.
· High initial setup costs for upgraded computer systems and software.
· Potential for system overreliance, reducing staff proficiency in billing.
· Batch errors may erode client trust if inaccuracies recur.
Opportunities:
· Potential integration with AI for predictive billing analytics.
· Ability to handle increased workloads without additional staffing.
· Data centralisation opens up opportunities for enhanced analytics.
· Can serve as a foundation for further digital transformation initiatives.
· Could be integrated with client portals for real-time billing transparency.
· Offers a platform for implementing more advanced cybersecurity measures.
· Possibility to set the industry standard for digital billing processes.
· Encourages digital skills development within the workforce.
· Potential for cross-departmental efficiency gains with system integration.
· Creates opportunities for environmental benefits by reducing paper usage.
Threats:
· Centralised system poses a single point of failure risk.
· Security breaches could compromise large volumes of confidential data.
· Rapid technological advancement could render system obsolete quickly.
· Increased dependency on digital infrastructure elevates risk of cyberattacks.
· Resistance to change from staff accustomed to traditional billing methods.
· Legal industry regulations may limit certain digital practices.
· Client discomfort with automated billing might affect satisfaction.
· Market competitors may adopt more flexible billing technologies.
· Data migration risks during system updates or changes.


Teacher Instruction:
Review the SWOT analysis and revised answer with the learner to identify areas of good practice and areas of improvement.
Further Development:
Select a different question and perform a SWOT analysis using this activity.
Take either the positive (strengths & opportunities) or negative (weaknesses & threats) of the SWOT analysis and write a persuasive letter to the company owners encouraging/discouraging them from using virtualisation in their development process. Alternatively, select a different question for the persuasive letter. 
Critical analysis and reasoning (AO3) activity 3
Root cause analysis
Purpose: This activity supports learners in critically assessing and enhancing their sector-specific knowledge, applying this to improve their responses to questions.
Teacher instruction: Provide the learner with the activity in the box below and a copy of the question on TechPro. Explain that there are multiple correct answers to the root cause analysis but that many will converge to produce similar answers. Once the learner has attempted the activity independently, provide the Example Five Whys root cause analysis on the next page.
	Activity
1. Clearly define the problem or issue you are examining.
2. Gather all relevant data and information using your class notes. If you cannot find the information you require, ask your teacher for other trusted resources.
3. Select a single issue to focus on. 
4. Use the Five Whys technique to find the root cause of the problem.
5. Examine the sequence of events leading to the issue if this has been provided.
6. Identify patterns or themes that could indicate potential causes. Consider all possible factors, including processes, people, tools and external influences.
7. Verify the true root cause by testing the relationship between cause and effect.
8. Suggest actionable solutions that address the root causes identified.
9. Rewrite your answer, taking this knowledge into consideration.
What is the Five Whys technique?
Five Whys is a simple problem-solving method that helps you get to the root cause of a problem by asking “Why?” five times. It involves the following steps:
1. Start with the problem you are facing and ask: “Why did this happen?”
2. Take this answer and ask “Why?” again, digging deeper into the cause.
3. Continue to ask “Why?” for each answer. Aim to do this five times or until you have identified the root cause of the problem.
4. Ensure each “Why?” builds on the previous answer, creating a chain of causes.
5. Once you have uncovered the root cause, you can begin to look for solutions to prevent the problem from recurring.


Further development
Learners undertake multiple root cause analyses for the scenario to develop their understanding of the situation. 
Learners note the convergences of answers to ensure these are always addressed. 
Learners create flowchart flashcards to show the root cause(s) of an issue.

Example Five Whys root cause analysis – TechPro
	Here is how you might apply the Five Whys technique to the scenario in which TechPro is expanding to include mobile device repairs and needs to decide on suppliers:

Why must TechPro be careful in selecting suppliers for mobile repair parts?
Because the dependability of its supply chain is crucial for maintaining a consistent stock of repair parts.

Why is maintaining a consistent stock of repair parts crucial?
Because inconsistent availability can lead to delays in repair times, affecting customer service and operational efficiency.

Why do delays in repair times affect customer service and operational efficiency?
Because customers expect quick turnarounds for their repairs. Delays could create a bottleneck in service provision and therefore lead to dissatisfaction.

Why would service bottlenecks and customer dissatisfaction be a problem for TechPro?
Because this could result in loss of business and harm the company’s ability to scale up operations in line with the expansion strategy.

Why would loss of business and inability to scale up be significant for TechPro?
Because TechPro’s market position and future growth prospects rely on its capacity to efficiently manage increased demand and maintain customer loyalty.




Further Development
Learners undertake multiple root causes analyses for the scenario to develop their understanding of the situation. 
Learners note the convergences of answers to ensure they are always addressed. 
Learners create flow chart flash cards to show the root cause(s) of an issue. 



Critical analysis and reasoning (AO3) activity 4
Outcome predictions
Purpose: This activity supports learners in considering multiple outcomes from a single scenario. Learners predict possible outcomes from a decision and evaluate which outcome is more likely to occur and why. This enhances skills in evaluating the future implications of current decisions and relating them back to the context of the scenario.
Teacher instruction: Provide the learner with the activity in the box below. Ask them to use the scenario from a question they have previously attempted. 
	Activity
1. Review the decision posed in the given scenario.
2. Predict at least three possible outcomes that could result from this decision.
3. For each predicted outcome, assess its probability based on the scenario’s context and the information available. Probabilities range from 0 (impossible) to 1 (definite). You may use your class notes for this. 
4. Use evidence from the scenario to explain how you arrived at the probability.
5. Rank the outcomes from most to least likely to occur.
6. Assess how each outcome could impact the scenario in both the short term and the long term.
7. Submit your predictions for review.


Review the learner’s predictions and justifications to review their choices. Question the learner if anything remains unclear.
Refer the learner to class materials that may help to solidify their understanding or recommend another activity, such as Accuracy activity 2.
Further development
Ask the learner to attempt a question they have already answered – such as The Line, Saudi Arabia – and use this technique.
Examine real-world case studies where similar decisions were made. Compare the actual outcomes to the predicted outcomes and discuss any discrepancies.
Create decision trees that map out the possible outcomes and their likelihoods in order to provide a visual representation of the decision-making process.



Critical analysis and reasoning (AO3) activity 5
Cause-and-effect fishbone diagram
Purpose: This activity supports learners in dissecting a scenario or event by constructing a cause-and-effect diagram. This enhances the analytical skills involved in identifying contributing factors and potential outcomes.
Teacher instruction: Provide the learner with the activity in the box below and a copy of the Example fishbone diagram on the next page.
	Activity
1. Review the scenario in the question and identify the main problem for analysis.
2. List all the possible causes that contribute to the main problem. Group these causes into categories (e.g. equipment, process, people, materials, environment, management).
3. Begin to draw your fishbone diagram. Start with a horizontal arrow pointing to the right and label this with the main problem.
4. Draw lines off the main arrow to create branches for your categories. Label each branch.
5. For each category, identify specific factors that lead to the main problem. Draw smaller arrows branching off the category lines and label each with a specific cause.
6. Where applicable, add further lines branching off these causes to create sub-causes.
7. Once all causes and sub-causes are in place, review your diagram for completeness and logical flow.
8. Share your diagram with peers or mentors for feedback on the completeness and accuracy of the analysis.


Further development
Learners repeat the activity using a different question.
Working in pairs, learners combine their fishbone diagrams to create an improved version.


Example Fishbone Diagram
[image: ]


Further Development
Learners repeat the activity using a different question.
Pairs of learners combine one learner’s Fish Diagram with another learners Fish Diagram to create an improved version.

Critical analysis and reasoning (AO3) activity 6
Decision tree
Purpose: This activity supports learners in visualising decision-making processes and probable outcomes by creating a decision tree. This enhances their understanding of the consequences of different choices.
Teacher instruction: Provide the learner with the activity in the box below and a copy of the Example decision tree diagram on the next page.
	Activity
1. Using the question scenario, identify the main problem that needs analysis.
2. Review the Example decision tree diagram.
3. Squares represent decisions that need to be taken. These are decision nodes. 
· Circles represent potential outcomes for a decision.
· Lines are paths that lead to decision nodes or potential outcomes.
· All decision questions should lead to a yes or no answer.
4. Think about the first major decision you need to make within this context.
5. Write the decision as a yes or no question. 
6. At the top of the page, draw a small square representing this initial decision.
7. From this square, draw lines outwards for each potential option you could take in response to this question.
8. At the end of each line, draw one of the following:
· another square if this option leads to a new decision question
· a circle if it leads to a potential outcome.
9. Continue expanding your tree by adding squares for new decision questions and circles for potential outcomes. Create new branches as needed.
10. Keep branching out until you have covered all possible decision questions and potential outcomes for the scenario.
11. Once your tree is complete, take a moment to review it. Think about the consequences of each pathway.


Further development
Learners repeat the activity using a different question.
Learners evaluate the impact of one of the potential outcomes. 
Learners create a context flashcard that shows all potential outcomes.


Example decision tree diagram
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